IKIBFEEHRETZ o N T — L
[T AR ALY — B 2 AR

Verl. 4

MARtLTECC



H X

AR O T A T B LT O N T sttt 1
oY A = At 1 e 1
R o A MR O N T e 1
I A el Y s 1 VI e G 2
L1 B R 2
I A5 1= el AV G 3
R R N 1 e e S 3
2 L L BB o 3
2. L 2 R 3
2. L. 3 BB 4
3. SLA(Service Level Agreement) lZ DU . ittt e 12
3.1 =R LU AR OUN T o 12
3.2 T A L T DU T ottt e e e 12
3. 2. 1 BRI U N ot 12
3. 2.2 SLA T R R T U T et 12
R I 4 e )V S A 12
3.4 P —E Z L UL DRFEIMTOUNT ot e e e e e e e 12
B = =S 13
AL B R 13
4.2 VAT IEIETPED A T T A e 13
4,3 BRI IT A E I 13
B R G T U N e 14

B. N o R e 14



AEARE TS 2 HFEIC SV T

AHFEETIILL T OHGEE HWET,
GW(F— bt =A)
cAP(T TV r—a )
“PF(FT7 v b7 4—L1)
IFA v —T7 A R)

IEL®IC AFIZHONT

AL, BRUsth JECC (BATF, Hth) 2KERET T v b7 —ot—ex (LIF, K¥—
ER) BT HICHTY P ERARBEAFELZEDDL DT,

RK¥ =2 X MERIZOWT
H—ERAFHKK, — AR DERIZHOWT, BLTIRLET,

P & XA

P— e R LB FRE

EAY—ER - F-F B ERY— EAMRF

IT BBR A — & R AR E

B — © A S

WERWRTY 7V r—a o — 2 0%E

X0-1: F¥= A MEZREK



1. VY —E2EIZHO>WNT

1.1 —ue A
IT JAR Rt — B R O HHRIIT TR 1-1) 22 7EE0,

| ptspmas o — e = g e |

KBBHEER HBEE - RSP — 4R

9T g 3¢

APADTTZANW

BT - SHERIBIE -

AREIRIR
BT
TP B

Foalao I AE

srarob | | os-mror B8

DOYRY = =
21T HERE @APEFEREEIF T =4 J71 ) EREEEE

GGWEIREEIF TRIEHRE
BEESIRIKAE @RENFAIF 5

ISyhIA—LBFY—ER GWADTIUZNW
T—YiBEEY—E2

ITERIRHY—EZ

KBEBEER (BRHESZTAOH)

1-1: KEFEETT v b7 4 — LR



2. PRAERREIC DT

2.1 IT R —e =X
2.1.1 HEY

IT Bty —r 2L, 770 r—3 3 U ERRE S 5720 ORAR T — S O —
AT DR A RS 52— X T,

2.1.2 #E
IT B — e 2 TiE, R 2-1) OV —bv 2 - KRELRH L £

#o-1: IT sty — e 2 —%&

No. P —E R4
1 AR — 7Y — e 2
2 PGH 0S feflt— e 2
3 PNy r— ViR — B X
4 =T A7 B —E X
5 P—= A A=Y 7T T —E A
6 WAF r—E R o0
7 TANVAKEKY 7 by = TR
8 AR — B B R eo
9 PR — X
10 Tuy g ANL—UY—E R
11 VEe— TR 7T B A —ER
12 12— NAT =P —E R o
13 AFyTFvay hP—EXR
14 SMTP #—E &
15 RIET 72 ABH I —E R o0

WAL S —F S MO 5 — B AT



2. 1.3 H&HE
(1) AR — R — e 2
HEBEONRICHE S X | Y TR — OBEAS Eii L. — AR AZ IRt L
T, WEE TR, V= OB HEEHERIT, SitL 0 S — AR HE~RE ST W& &
R
ARY— A TRMT D — FHIE TR 2-2) 0D &80 F3, F— AFHFITRIRL
TR — DAy 7 THEAZER LT EI,

# 220 Y — Rt — A X =2 ——F

FEREOS T 4 A
Ay 7 (CPU-AE ) § 0S
A XK

1CPU-2GB
1CPU-4GB
1CPU-8GB
1CPU-16GB
2CPU-4GB
2CPU-8GB
2CPU-16GB
2CPU-32GB
4CPU-8GB
4CPU-16GB
4CPU-32GB 40GB
4CPU-64GB
8CPU-16GB
8CPU-32GB
8CPU-64GB
8CPU-128GB
16CPU-32GB
16CPU-64GB
16CPU-128GB
32CPU-64GB
32CPU-128GB
MAEHE OS 7 4 A7 YA XL, FIHIHGARE CHIURILIRATRE T (A7 v a3 YY),
A — RO ARy ZIZONWTIE, BHIARZWZZ 2 E TERRRRTY, 2k, A
v 7 EEERHTIT, R — A"OIFIERENE T, ANy JEFEOMEES, KEICESE, 7l
WA YA FEM L £,

Rocky Linux
(P OS ICAEET D Z &
MA[FETT, Cent0S (T
WX 2023 -9 A 30 H
FOHHIRGE T LE
L7.)




(2) RGH oS fEftr—Ee 2

(1) TEIR L7 AR — ICE AT 50 08 24k a2 —e R &0 9, AR AHE
2P 0S X TR 2-3) oY L F9, —EAFRFZ 0S 234 A b —/L S TR EE
TEHEMHEREZ GO —EAFIHAE~FEEL LET, —EAFIHF RS RS-
—NOSEEZDEET T v h 7+ —LIIFHIATL Z L ITHRER A,

F—E2AFMAHEIZL S 1T 28F 2T 4 Ny FORFIREM, 05 N—T a7 v 7%
DOERZFE L TIZEW,

#2-3: FHAOSIMEY—EARA =2 —&
A i ] FEHE OS T f A7 P A X%
Windows Server 80GB

PEH 0S ik — e X

Red Hat Enterprise Linux 40GB
SAZEHE 0S 7 4 A7 B A X%, FIHHIARE CHIUIILIERRE T (7> 3 ),

(3) PHH Ny r—Uft—Ee 2
(1) TER LIS —NIEAT DNy r— V2R 50— X 2720 £, HA
MATRBZRPEH Ry r— 1T 18R 2-4) OBV LRV EF, A VA b —/LE TIXYHTHEME L
T TOHBOT 4 L7 MIREST — 7 VREET, V—EAFHFICE AN EET,
F 72, Oracle R°SQLServer D T A & v A B — NIZFFHIAZT 5 Z ik ER A,
= RFHFTITEAT LI FA T = TICHT 528X 2 07 428y FOMRGHEA, N—
TarT v TEOEREFN LT EEN,

Fo-4: ARy =R — A A= ——
ke 5
SQLServer
OracleDatabase Standard Edition

PN o — R
HP—Er 2

OracleDatabase Enterprise Edition
¥PostgreSQL < MySQL 26D A —7" 0 V) —RA Y 7 b = T L, M —E RF|HE THEIA < B A
THWTHEWERE A,

(4) H—_F 4 27BN —E R

(1) TBER L72UEY— NIZIBINT 5T 4 A7 Zigtd 20— 2 L7220 9, BINAHE
2T 4 AT YA XL, [F£2-5] 0@ L7 FT, Y—ERARHAFBILRIRLEZT 0 A7 OR
EEBEAZFEMm LTI,



25 Y—AN"F 4 27BN —EAA=a——&
A=a— BINFRERRT 4 A7 H A X
40GB
80GB
100GB
300GB
P— T 2T B —E A 500GB
1TB
2TB
3TB
4TB
KU — AR TRHT, TR — AT ¢ 27 OFIRFZFERM L E TR, 77
U RRETH DD, [7—ZHEENE] FOARGERFOREITIHREE A,

(AR — T 4 227 BT AR, AR — _OEIERSLEE 20 3, .
AFDOT 4 27 OILRFFIZE DTSRRI — N OIEER LI L 72 ) F9,

(B) =R A=V Ry 7T v TP —ER

(D) TR LB — DA A=y 77 v THREEE R L 4, BIRTE 5y 77
YT DA =2 —T [£2-6] OFY ERVET, A A=V NI T v T ERET 52055
P— T Agent DIARMIEL 72D £,

Y= ZFHEEIANY 7T v TV a TORERY a TOREER, 7—2 U 2 b7 K
Ny Ty T T =TT 28F2 T 4Ny FORGREM, N—Ya 07 v 7%
DEBZEL T ZIW,

F26: A A=V NRY I T v TP = A A= 2——F&
Ny I T 7
V7 =T

FEREPNA

»

CO0SET—HEOIA A=V I T T
(F—=ZDHD/NNy 7T 7 HH])

RNy I T T

ArcservelUDP R . .

NI T T T=FDOIT—Y

« AV a—)VERIE - HRERE

VAT LRYARNT e TFT—HYRART




Ny DT T TRT2T DAV ANV ENY T T v THDT ¢ A7 BIIE THIETHE
MBLET, N7 7y Va 7 U THRELETN, OV a 7OREE BRI
RET Y —EAFHFICTERNZZE TS, B, 7—2 U X FTIZHO0 T — B 2F
ABETOEBARETTN, VAT LU AR TIEY4EE#EE L COEEE RV £ (FH).
VAT LAYV A RNTOE[IHTZYV, VA RNTHIOV—NFHIRSNETOT, ZTHEELES
v,

(6) WAF H—1t %

(1) THREL LB — D Web 77V r— g o~DtFx 2 U T 4 56f5% E LT, WAF (Web
Application Firewall) Z#&flt U FE 3, WAF (Zxl9 2 EBRFHEIR 2 — & AR HF ITH2E L
REFY—EARMABEMTERNZZE ET, B, XU F =TT MIHEE L 78—
PO ZRIHNTZIZ T HRERE S 7200 £47,

WAF Tt S 2RI TR 2-7), BIRFTEER A = 2 —(T DWW TIX TR 2-8) DY L7220
£, VU ARHEIL WAF O ERLCBER IR I 1T D32 Ffi L T 72 &0,

#2-T: WAF H— b AffE—%
TR DR
VI RT w X—AD Web frfE
DoS a7 va v
IP7 RLARIZE DT 7 & AHKIH
TUFTAILA

IPLE=2T—T a3y

#2-8: WAFH—ERA=o0—

A4 CPU Memory Interface %%
2CPU-4GB 2CPU 4GB 1
4CPU-6GB 4CPU 6GB 1

(1) TANAKEY 7 b =T —1 2

B~ ANBAT D VANANRY 7 =T it LET, VALK Y 7 by =
T OFREIL T3 2-9) ZRMEL F4,

TR DS —NRAD T ANV AE Y T N 2T DA A F—LE TYTER L E
To (AR — NSRBI A VAR Y 7 b U =7 AT L58130E TH% 2 E W)

TRBBORTEET, Y7 NI =2TOR=Ua T w7 UAILARMEORIGE L, Y
—E AR HE CTIEEEZ BV 272 & 7,



YHIVIEBET LUK Y 7 FOEFET 7 A WOV TIE, PF AN TR — 2 &
LTBY, £HbombHBEHSNET,

F£2-9: UANAKNKRY 7 bU =T HREY— 2 EE—E

T A VAR Y 7 b fefi4 2 Hae KBTI b
T AV AfEF - BEER
(EFNTE]
Trend Micro Deep
T7AT T F—Iv )
Security N =T F b
Web LB =27 —3 3
(TrendMicro #t)
75 HEREAH
X2 U7 4 m SR
F-secure Security FEETTUR
A TV AR+ BRER .
(WithSecure 1) v &= N HF—TF b

(8) ARAR Y — NG5 B [ (i F AE
AR — N B AR TR — S OMRREMERR OB A - AT L OEER ERN 72T D
Hre L 720 £,
NRUB =T F 2 MR LTARBY — OB ZHHW 2T 2ETH 0 | [ 2-10) @
BAENFERAREE 720 £¥, AEEDOHLE T Z U FIc oL, =X T4+ T -3
=k — g X0 [smart data platform] OfLEEZE ZHERL 720,

# 2-10: ARV — NEHEE HERE R

BETH E o
% . ﬂiﬁg%%b—/ia):jL/:/“‘/V@ﬂﬁillﬁgﬁﬁj“%)
oY — Ul o~ D3RR L K2 o <
FERE,
(RARH — S OERG « 1211 RO BRI 3 e 2 B

X1 AREEWEEIZIIA X =y NEENLT 7 BAL TWEELS BLERH Y £7,
X2 Ay —)VEESOERT 2551, F— A — FEIIDEFEF—R—F
(Standard (US) Keyboard) &720 £9°, HAFEF—HR—FK (JISF—HR—F) &, %
DI EZFEDF—R— RZBEOWOEEIT, —#, B ¥ —30R— RS & TR R D
LONZTENEFTOTIERELZSN,



9) P—EHI—E R

(1) THRHE L 72 f5A8 — OB - 77— Ml A FEM L3, BHREA I W TEY—E
AFHFIZCTREL CWEEEET, o, 77— MERIE LT THEOREE] & TRED
fE) o2 fEEHE L, BEEOREIL, FEH - NUF—~EH, BEOREEIL, NU¥
—EE L E T, BRI OWTEINRN U Z —ZTREWE & | 2D E Y3 ]
BREWELET,

V7 b =T X Zabbix ZFIA L, 13 2-11) OREZ R L E3, — 2R HFIXEGR
RENBEDORETCREFEMZICB T DERT 2 —= JEELZFEM L TS0,

F o1 EHBENAE &
V=i 7 TR 5 HhE
ICMP Bl (ping BEAL)
U — A
(5« CPUMEH=R, AT VAR,
T A A TR BT
7t AR
=R )

Zabbix

10) 7y 7 AR L—UHh—E R
(1) THEME L 72 A8 — ISk LT, 10 PEREfEIRIL DT 0 27 24k 5 — X L7 b
FT, 7RI AR~ N IZEB T A A L=V NN A = 2 — ORI/ &
720 BT ISCST Tm h Ak E£3, AN L—UH N OBEIZOWTIIMERIC L D R
72572, AR T TS E 0,
SROFEARY — N7 vy 7 X FL—U &4k LToREB T — B 2RI IR L ET,
AP —E A TRBIRAER A = 22— 2OV TIE [$2-12) DY 2720 7,

#F2-12: Ty AL —VHY—E A A =2 ——F

VA BRI AJRE R &=
210PS/GB 100GB/250GB,/500GB/1000GB/2000GB,/4000GB/8000GB/12000GB
4T0PS/GB 100GB/250GB,/500GB/1000GB/2000GB/4000GB/8000GB/12000GB




(IDVE=bTAZ by T IR —ER
(1) CTHfd 2 48— (Windows Server) (Z%fL T. Microsoft f£:? Remote Desktop
Service Subscriber Access License (UL R RDS SAL) % Service Provider License Agreement
(LAF. SPLA) T+ 29— AT, FAEP—NCH LT, 3 2—F =D ED U E— T2
7 by THERS RIS £ FERIIEEA L LT 22—V —DREh £9),
AR —EATRIRAMEL A = 2 — 220k [£2-13) Oy L 1,
#2-13: UE— TRV by T I ARA=a——H
A =2 —
10 SAL
30 SAL
50 SAL
100 SAL

Flo, AV =22 ZTRHWEEZLSGE, Y= SBEEDO T A 2 AN - Z£H
X TE EH A B AR S5 TAR— S OHIBR - FTHRIERALE L 720 9 (A1),
BB, KY—v 20 ZRAEZBR SN D561, Rt E TRMEE<Z a0,

(12) B — R AT P —HP—E R

Y= A R — BT o= R o — R R0 £, =t
A2 b EOPARY — [\ OifE O AR HEERREZ R TE £,

H— RARTZ o= 5 A MR Z — AR F IR L, REIT Y — e 2RI
BICHEMNTZTEEET, B, X F—TF o MIEE LAY — 2o B ZFRIHWE7Z
T OREREL 72 T,

AV — 2 TR SN D EERMEREL [ 2-14), BIRFARER A =2 —2 o0k 15 2-

15] D@ 720 F9,

% 92-14: m— RS L — LR — &

fefitd HIEHE PEREAEE
72— R/NZ U —% VRRP 7’1 f L TIRAL L C
VRRP I if8{5 5% E 1 AE FIS 2BEOBAET N L AR VRRP 70— 1D % %

G - BRI e
b RS SHE 0 — RT3 v TREES A~V ATF =~ 7 BERE.

— X st ! ‘
| SSL AT m— RHREORE - RIS - & AvATRE

10




F2-15: B— KRG — A= ——&

3D BERANL—T > |k
50Mbps
TN ) R 200Mbps
1000Mbps

(13) A F w7 a vy hh—ER

(1) TR LI — DA A=V 2 BfG - (7T 52— L0 4, BFLIXT
v 7V ay MO UBY— AN HMET L5513 () ERFEOE MR BAENTZ LET,

A A=V OFE - HIFk, VA MTHEEICOWTISHICTEBNZLET, 1 A—VHEG
DOFFZIT Y — B AFHF IS TR — _OE RN NI L 72 ) 9, BUSEEICH T2 - Tkt
GRS — ROBERRIEREZHIFR L, T4 A7 OV LEZFEBLETOTRY NT—2 7T
ZTEDERENY £y FSHDAREMENR TS NE T,

(14) SMTP H— & &
(1) THME LB — " BRI A — L EET DT D A — L) L—H— X &2
L ET, BRMICix, 77V r—va ="K 7Ty b7 — ANEICH D SHTP Y
— A= LEETEIT L., ZHEDA—/LT FL A IZA—/LIEERRETT,
BTV = a =N BAEEO A — LT KL AIZA—)VIRETDH Z LILATHE
TR, SR DD A —AZEITHEE A, EEFTO RAL OV TUISHIEED K
Ak TRIRAWE & T,

(15) RIET 7 & ABfiEH—E A (IDS/IPS)
FEENT T N7+ —LNIIT 7 BAT LRI, RERBESCKELZENT 5 —EX
AL L ET,
HROFEY — 2T 1y 7 A b L— %k LR T — AR HE IR L £
o IDS/IPS IZkIT 2B EREHER A2 — E AR AF IR L, REIE Y — e AR AEMT
TN & ET, e, XX —TF 2 MIEE LR — 2o B TRV
HISREE 720 £,

11



3. SLA(Service Level Agreement)(Z-DUNTC

3.1 —E A L~ULOiE IOV T
SLA Z i 3 A HEREIXL L Foomy & LE9,
AR — R — X

3.2 Y—E AL ~YLZDOWNT
3.2.1 BERIzo>\ T

WA E A 2B\ T, HBERAAB@RN 99. 95%% FE S 20 & 512 5720 DA HA /5%
HNETI D ELET (L, YA T F o R K B EHEE IR SR LET, ),

3.2.2 SLA %5z o\ T
SLA 1%, H—ERAFHAFIIRME L TO A EEY— OB #  CEEHAxg s LET,

3.3 K& DN T
WMHNBRE LI — AL ~ULEH-E R ho20E8 . — 2 HAFITRETERE21T75 2
ENHRE T, IBEFEIZ OV TIE, A M OBEFRFIC uT@ﬁm D UBRZRELTEBY £7°,

#3110 TR T DR

. " ik A ORI R x5
H D BARE R R H iR B AR
21 %5 36 LA T 99. 95% 0%
21 %y 36 FOHE~86 47 24 FPLL T 99. 95% AT ~99. 80%LA 1%
86 57 24 FPHEI~432 53 LT 99. 80%AT 99. 00%LA_E 3%
432 53 99. 00%A i 10%

3.4 —E X L~ULDXRINTHONT
PLTFIZ oW i, SLA O &P S BRI L £ 9,
(1) FRMEA L7z Mt A o7 ) A
(2) — B AR HEEEEIC L 5 FER
ABH— 3D 0S DfFEE « REAEITERT 5 F%
W T TV Ir—a v OREEEIRINT 5 HR
G) P —ERAFIHERBEAE TEALTWS Y 7 MY =7 OREGEIZERT 5 HF5
6) — AR HFEE (FER) - v v MU )ICKDHS
(DFH LTV BB OREE
(8) PHIEBREL - RHMBREL THA L/-fEHE
(9) EREDIED, BHOFIFRT D2 ENTERNWERIZE 2EIEOSHA
12



4, REEEXFG

4.1 BEREAR
KIEERENKIEIENE T T~ N 7 4 — A TEMET D7D E 2NN~ Ry =T, Y7 o7,
Ty MU — 7%, Y CEMERR A Ehn L E 9,

4.2 VAT MMEWLEMHEI AT T A
ABEREDIMET D2 NN—FNU T, V7 U xT | Xy NIT—0HDT v 77— NET, VA
TLMEILEED A T T U AEEERERT 2561, FANKEFEET T v M7 4 —LDHR—
HNVFETNIA =M T THEKEE L E7,
e L, BANE - EEMORWESAOENELTEHGAE. ZORY TEH Y FH A,

4,3 EERFIZBIT &5
REER AR, REERAEINOS U, [F4-1) OBESHE LET,

F4-1: PEEFERSHGKE 5

e 2 A= (B I H— b 2 FIFHF M
TTV =gy I vy O _
AR — 3 0S O A (%1)
AL - N— R =7 - O
7Ty N7 4 — LA (3%2) - O

MUY — 3D 05 ECTHA LIZEFEIZOW T, P —EAFAFIC TITRISW & £97,
BT R— &R0 T, B, WHRE/ P —"~DFEr 7 A L EBLT0S F14
AFFEE THYHY R — ML 220 £3, Fio, EAWRBERICET 2 RESIZONT
X, B TEMAEONELZHRE L, MROHLHETO TG LR 9,

K2 — B AFEDFRA LT KOS LARIMOFEE XIS IE, b — B AR AE I TG
TelEEET,

13



5. FIHRMEICHONT

FIHERMIZOWNTE DKEFRET T > b7+ — s — e 2 lfiakE] 2207230,

6. WG DEXS

BIWE ORI DOW T [KIEERET T > b7 3 — A —E Rl HEE ] 22 7EE0,

14



Ch R i T

fiREx

1A R

EHNE

1.0 ki

2020/5/11

HIRRFEAT

#1L1RR

2022/2/4

P2: K 1—1%ELEEx

P3:2.1.2DF 2—112 WNo.9 Y — "EHHY—E 2] %80
P4~9 : 2.1.3 DIEIE

-+ (1)~ (4) OFFEME B DIB R

- (6) DFEAIFB DIEFE, £2—6 DELEZ

- (6) ~ (8) FEAHFL A DIEFL

- (9) TH—rEf—r 2] OB

P12 : 5 FEOFRIFHKMFIC >V CliddmbagE A~ —

1.2 /R

2023/3/31

P3:E2-112A 7 v a P —ERBM
P7 : (6) WAF ¥— & 2 DHEIE
P8 : 3 2-9 OFIAEIE

AR — N B ] TR RE 0D R B BN
PO~11: A7 v a P —E ZB

1.3 kR

2023/10/16

P4 : F 2-2 OFIHATREZ 0S IZDWT [Cent 0S) OFHIRTBHK TIC
£y, TRocky Linux] 23800

P6 : (5) DFHHBENN

P7 : (7) OB

P11 : (14) OFHEM

14 RR

2024/12/1

P4 : 3% 2-2 DAy 7 (CPU-AF Y )IZHOWTLL T 3B
1CPU-16GB, 2CPU-32GB. 4CPU-64GB, 8CPU-128GB

15




