
  

  

 

 

 

 

◦☻♥ⱶ 

  

▪ⱪꜞⱬfi♄כ ↑ 

▬fi♃כⱨ▼▬☻  

 

 
 

 
 

 

 

 

 

 

 

 

2020 2 18  

 

 

 



  

-   Έ 

 │∂╘⌐ ................................ ................................ ........  1 

 ♪◐ꜙⱷfi♩─  ................................ .........................  1 

 ◦☻♥ⱶ ─♪◐ꜙⱷfi♩................................ ....  2 

 ♪◐ꜙⱷfi♩  ................................ ..........................  2 

 ≤  ................................ ............................  3 

 ♪◐ꜙⱷfi♩─  ................................ ..................  4 

  ................................ ................................ .....  5 

 ─  ................................ ................................ ...  8 

 ♪◐ꜙⱷfi♩─  ................................ ....................  10 

 ▪ⱪꜞ◔כ◦ꜛfi ╕≢⌐ ⌂  ................................ .......  11 

 ▪ⱪꜞ◔כ◦ꜛfi ─  ................................ ..........  12 

 ▪ⱪꜞ◔כ◦ꜛfi ─ ≤  ................................ ........  13 

 ≤ ─ ≤  ................................ ..............  15 

 ▪ⱪꜞ◔כ◦ꜛfi─  ................................ ......................  16 

 ▪ⱪꜞ◔כ◦ꜛfi─  ................................ ......................  17 

 ▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻  ................................ .....  18 

 API  ................................ ................................ ....  18 

 ⱪ꜡♩◖ꜟ ................................ ................................ ..  20 

 HTTP(S)ⱪ꜡♩◖ꜟ ................................ ........................  20 

 WebSocket(S)ⱪ꜡♩◖ꜟ ................................ ...................  24 

 ☿◐ꜙꜞ♥▫ ................................ ................................  26 

 ⌂ ─ ╣ ................................ ..........................  27 

 ▪ⱪꜞ◔כ◦ꜛfi  ................................ .....................  27 

 ▪ⱪꜞ◔כ◦ꜛfi  ................................ .....................  28 

♃כ♦  ( ⁸ ⁸ ⁸ )  ................................ .......  29 

 API  ................................ ................................  43 

 ⱷ♇☿כ☺  ................................ ...........................  43 

 ▬fi♃כⱨ▼▬☻ (IoT (▬▼►♩כ◕  ................................ ......  46 

 ▪ⱪꜞ◔כ◦ꜛfi API ................................ .....................  46 



  

 ▪ⱪꜞ◔כ◦ꜛfi API ................................ .....................  50 

 ⱴ☻♃♦כ♃ API ................................ ........................  54 

 ⱴ☻♃♦כ♃ API ................................ ..................  54 

 ⱴ☻♃♦כ♃ API ................................ ..................  58 

ה  ⱴ☻♃♦כ♃ API ................................ ........  61 

 API ................................ ................................  65 

 API ................................ ..........................  72 

 API................................ .......................  77 

 API ................................ ..........................  81 

 API ................................ ..............................  85 

 ⱨ□▬ꜟ API ................................ .................  95 

 API ................................ ........................  99 

 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻)API ................................ .........  103 

 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻)API ................................ .....  106 

 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻)API ................................ .....  109 

 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻)API ................................ .....  111 

 ⱨ□▬ꜟ API ................................ ..........................  113 

 ⱨ□▬ꜟ API ................................ ......................  113 

 ⱨ□▬ꜟ API ................................ ......................  113 

 ▬fi♃כⱨ▼▬☻ (◦☻♥ⱶ◕כ♩►▼▬)  ................................ .  114 

 ♪◐ꜙⱷfi♩ API ................................ .......................  114 

 ♪◐ꜙⱷfi♩ API ................................ ....................  117 

 ♪◐ꜙⱷfi♩ API ................................ ....................  119 

 ♪◐ꜙⱷfi♩ API ................................ ....................  121 

 ⱨ□▬ꜟ API ................................ ...........................  123 

 ⱨ□▬ꜟ API ................................ .......................  125 

 ⱨ□▬ꜟ API ................................ .......................  127 

 ⱴ☻♃♦כ♃ ◦☻♥ⱶ API ................................ ............  129 

 ⱨ□▬ꜟ API ................................ ................  132 

▫♥ⱪ꜡Ɽ♃כ♦   ................................ ..........................  133 

 ⱴ☻♃─ⱪ꜡Ɽ♥▫  ................................ .................  133 

 ⱴ☻♃─ⱪ꜡Ɽ♥▫  ................................ .................  134 

 ⱴ☻♃─ⱪ꜡Ɽ♥▫  ................................ .................  135 

 ⱴ☻♃─ⱪ꜡Ɽ♥▫  ................................ .............  136 

  



 

1 

  

│∂╘⌐ 

 ♪◐ꜙⱷfi♩─  

♪◐ꜙⱷfi♩│⁸ ▬fiⱨꜝ ◦☻♥ⱶ( ⁸ ◦☻♥ⱶ)

⌐⅔↑╢ ─ ≢№╢⁹ 

≢│⁸ ◦☻♥ⱶ╩ ∆╢ ≤⇔≡⁸ ◦☻♥ⱶ

─ ≤ ⌐ ⁸ꜟכꜟ⅝═╢ ▬fi♃כⱨ▼▬☻╩ ⇔≡™╢⁹ 

♪◐ꜙⱷfi♩│⁸ ≢ ⇔√ ▬fi♃כⱨ▼▬☻─ 1≈≢№╢⁸▪ⱪꜞⱬfi

כ♄ ↑ ▬fi♃כⱨ▼▬☻ ─ ╩ ⇔√♪◐ꜙⱷfi♩≢№╢⁹ 

♪◐ꜙⱷfi♩⌐╟╡⁸▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸⅜כ▪ⱪꜞ◔כ◦ꜛfi╩ ⱪ

ꜝ♇♩ⱨ◊כⱶ┼ ∆╢ ⌐≥─╟℮⌂ ≢ ⇔⁸ ⌐≥─╟℮⌂ ─♃כ♦≢

╛ ♃כ♦─≤⌂ ╩ ⅎ┌╟™⅛╩ ∆╢↓≤╩ ≤∆╢⁹ 
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 ◦☻♥ⱶ ─♪◐ꜙⱷfi♩ 

 ♪◐ꜙⱷfi♩  

◦☻♥ⱶ ─♪◐ꜙⱷfi♩ ╩ ⌐ ∆ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 1- 1: ♪◐ꜙⱷfi♩  

 

 

 

 

 

  

1.  

2.▪ⱪꜞⱬfi♄כ ↑ 

▬fi♃כⱨ▼▬☻ 

♪◐ꜙⱷfi♩  

╒ ♪◐ꜙⱷfi♩  

 3. ⱬfi♄כ ↑ 

▬fi♃כⱨ▼▬☻ 

(♦Ᵽ▬☻)  

4. ⱬfi♄כ ↑ 

▬fi♃כⱨ▼▬☻ 

(◦☻♥ⱶ)  

6. CPS♦כ♃ 

ⱪ꜡ⱨ□▬ꜟ  

7. CPS/IoT☿◐ꜙꜞ♥▫ 

 

9.IoT  ▬▼►♩כ◕

 

8.  ♩כ◦

5. ⱪꜝ♇♩ⱨ◊כ

ⱶ  

10.◦☻♥ⱶ◕כ♩►▼▬ 
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 ≤  

◦☻♥ⱶ ─ ≤ ╩ ⌐ ∆⁹ 

 

ᵑ  

◦☻♥ⱶ ─▪ⱪꜞ◔כ◦ꜛfi╩ ⇔≡⁸♦Ᵽ▬☻ה◦☻♥ⱶ─♦כ

♃╩ ╩☻ⱦכ◘√⇔ ∆╢ ⁹ 

 

ᵒ ▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄כ  

◦☻♥ⱶ ─▪ⱪꜞ◔כ◦ꜛfi╩ ⇔⁸♦Ᵽ▬☻ה◦☻♥ⱶ─♦כ♃

╩ ╩☻ⱦכ◘√⇔ ⌐ ∆╢ⱬfi♄⁹כ 

 

ᵓ IoT כ♄Ᵽ▬☻ⱬfi♦ה▬▼►♩כ◕  

◦☻♥ⱶ ─ IoT◕כ♩►▼▬╩ ⇔⁸♦Ᵽ▬☻─♦כ♃╩

ⱪꜝ♇♩ⱨ◊כⱶ┼ ∆╢ⱬfi♄⁹כ 

 

ᵔ ◦☻♥ⱶ◕ה▬▼►♩כ◦☻♥ⱶⱬfi♄כ  

◦☻♥ⱶ ─◦☻♥ⱶ◕כ♩►▼▬╩ ⇔⁸ ◦☻♥ⱶ╛

◦☻♥ⱶ ─ ◦☻♥ⱶ─♦כ♃╩ ⱪꜝ♇♩ⱨ◊כⱶ┼ ∆╢ⱬfi♄

 ⁹כ

 

ᵕ ⱪꜝ♇♩ⱨ◊כⱴכ  

◦☻♥ⱶ ─ ⱪꜝ♇♩ⱨ◊כⱶ╩ ⇔⁸♦Ᵽ▬☻ה◦☻♥ⱶ

╩♃כ♦─ ☻ⱦכ◘╢∆ ⅔╟┘ ╩ ℮ ⁹ 

 

ᵖ ◦☻♥ⱶ▬fi♥◓꜠כ♃כ  

◦☻♥ⱶ ─ ╩ ™⁸▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄כ╛ IoT◕כ

╩כ♄ⱶⱬfi♥☻◦ה▬▼►♩כ◕ⱶ♥☻◦⁸כ♄Ᵽ▬☻ⱬfi♦ה▬▼►♩ ⇔⁸

◦☻♥ⱶ╩ ⌐ ∆╢ⱬfi♄⁹כ 
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 ♪◐ꜙⱷfi♩─  

♪◐ꜙⱷfi♩─ ╩ ⌐ ∆(  1- 1)⁹ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻ │⁸ᵒ▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸כ

ᵕⱪꜝ♇♩ⱨ◊כⱴ⁸כᵖ◦☻♥ⱶ▬fi♥◓꜠כ♃כ⅜ ∆═⅝♪◐ꜙⱷfi♩≢№╢⁹ 

 

 1- 1: ∆═⅝♪◐ꜙⱷfi♩≤  

No. ♪◐ꜙⱷfi♩  

 

(1.2.2 ╩ )  

ᵑ ᵒ ᵓ ᵔ ᵕ ᵖ 

1 
 

♪◐ꜙⱷfi♩  
ủ ủ ủ ủ ủ ủ 

2 
 ▪ⱪꜞⱬfi♄כ ↑ 

▬fi♃כⱨ▼▬☻  
 ủ   ủ ủ 

3 

ⱬfi♄כ ↑ 

▬fi♃כⱨ▼▬☻(♦Ᵽ▬☻)

 

  ủ  ủ ủ 

4 

ⱬfi♄כ ↑ 

▬fi♃כⱨ▼▬☻(◦☻♥ⱶ)

 

   ủ ủ ủ 

5 ⱪꜝ♇♩ⱨ◊כⱶ   ỏ ỏ ỏ ủ ỏ 

6 CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ   ủ ủ  ủ ủ 

7 CPS/IoT☿◐ꜙꜞ♥▫   ủ ủ ủ ủ ủ 

 ủ ủ ủ ủ ủ ủ ♩כ◦ 8

9 IoT ▬▼►♩כ◕    ủ   ủ 

10 ◦☻♥ⱶ◕כ♩►▼▬     ủ  ủ 

ₒ ₓ ủ  ⁸ỏ   
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◦☻♥ⱶ ╩ ∆╢ ─ ╩ ⌐ ∆(  1- 2)⁹ 

 

 1- 2:   

No

.  
  

1 ISO 8601 
≤ ─ ⌐≈™≡ ∆╢ ISO⌐╟╢ ⁹ 

URLβ https://www.iso.org/iso - 8601- date- and- time- format.html  

2 
MQTT Protocol 

Specification  

ⱪꜝ♇♩ⱨ◊כⱶ≢ ∆╢ⱷ♇☿כ☺fi◓ⱪ꜡♩◖ꜟ≢

№╢ MQTT⌐≈™≡⁸OASIS⌐╟╡ ↕╣√ⱪ꜡♩◖ꜟ ⁹ 

URLβ htt p://public.dhe.ibm.com/software/dw/webservices/ws -

mqtt/mqtt - v3r1.html  

3 OpenID Connect 

ⱪ꜡♩◖ꜟ⌐≈™≡ ∆╢⁸OpenIDⱨ□►fi♦כ◦ꜛfi⌐╟

╢ⱪ꜡♩◖ꜟ ⁹ 

URLβ http://www.openid.or.jp/document/  

4 
OpenID Connect 

Core 1.0  

ⱪꜝ♇♩ⱨ◊כⱶ≢ ∆╢▪▬♦fi♥▫♥▫ ⱪ꜡♩

◖ꜟ ⁹ 

URLβ http://openid.net/ specs/openid - connect- core- 1_0.html  

5 RFC 2616 

Hypertext Transfer Protocol(HTTP/1.1) ⌐≈™≡ ∆╢ IETF⌐

╟╢ ⁹ 

URLβ https://tools.ietf.org/html/rfc2616  

 

6 RFC 2818 

ⱪ꜡♩◖ꜟ≢№╢ HTTP over TLS( ♪◐ꜙⱷfi♩≢│

₈HTTP(S)₉≤ )⌐≈™≡ ∆╢⁸IETF⌐╟╢ⱪ꜡♩◖ꜟ

⁹ 

URLβ https://tools.ietf .org/html/rfc2818  
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No

.  
  

7 RFC 5246 

☿◐ꜙ▪⌂ ╩ ℮√╘─ⱪ꜡♩◖ꜟ≢№╢ Transport Layer 

Security(TLS) ⌐≈™≡ ∆╢⁸IETF⌐╟╢ⱪ꜡♩◖ꜟ ⁹ 

URLβ https://tools.ietf.org/html/rfc5246  

8 RFC 6455 

ⱪꜝ♇♩ⱨ◊כⱶ≢ ∆╢ ⱪ꜡♩◖ꜟ≢№╢

WebSocket⌐≈™≡⁸IETF⌐╟╡ ↕╣√ⱪ꜡♩◖ꜟ ⁹ 

URLβ https://tools.ietf.org/html/rfc 6455 

9 RFC 6750 

OpenID Connect─ⱬכ☻≢№╢ OAuth 2.0─♩כ◒fi ⌐≈™≡ 

∆╢⁸IETF⌐╟╢ ⁹ 

URLβ https://tools.ietf.org/html/rfc6750  

10 RFC 7231 

HTTP/1.1⌐⅔↑╢☿ⱴfi♥▫◒☻≤◖fi♥fi♠⌐≈™≡ ∆╢

IETF⌐╟╢ ⁹ 

URLβ https://tools.ietf.org/html/rfc7231  

11 

XML Encryption 

Syntax and 

Processi ng  

XML ⌐≈™≡ ∆╢W3C ⁹ 

URLβ http://www.w3.org/TR/xmlenc - core1/  

12 

XML Signature 

Syntax and 

Processing  

XML ⌐≈™≡ ∆╢W3C ⁹ 

URLβ http://www.w3.org/TR/xmldsig - core2/  

β: 2017 7 ─ URL╩ ⌐  
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∕─ ⁸ ⌐∆╢ ╩ ⌐ ∆⁹ 

 

₈ ─√╘─ ◦☻♥ⱶ ☻ⱴכ♩

₉ 

http://www.meti.go.jp/policy/mono_info_service/mono/smart_mono/H28SmartFactory_Dat

aProfile_Security_Report.pdf  

http://www.meti.go.jp/policy/mono_info_service/mono/smart_mono/H28SmartFactory_Dat

aProfile_Security_Report_Attachment1.pdf  

http://www.me ti.go.jp/policy/mono_info_service/mono/smart_mono/H28SmartFactory_Dat

aProfile_Security_Report_Attachment2.pd  

 

₈ ─√╘─ ◦☻♥ⱶ ▬fiⱨꜝ ≢

─ ─√╘─ ⱪ꜡☺▼◒♩ ₉ 

http://www.meti.go.jp/meti_lib/report/H28FY/000060.pdf  

http://www.meti.go.jp/met i_lib/report/H28FY/000061.pdf  

http://www.meti.go.jp/meti_lib/report/H28FY/000062.pdf  
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 ─  

◦☻♥ⱶ ≢ ∆╢ ─ ╩ ⌐ ∆(  1- 3)⁹ 

 

 1- 3:  ─  

No.   

1 
AI 

( Artific ial I ntelligence)  

◖fiⱧꜙכ♃╩ ∫≡ ה ה ⁸ ─ ─

⅝╩ ⌐ ∆╢╙─⁹ 

2 

API 

( Application Programming 

I nterface)  

♁ⱨ♩►▼▪◖fiⱳכⱠfi♩⅜ ™⌐╛╡ ╡∆╢─⌐

∆╢▬fi♃כⱨ▼▬☻─ ⁹ 

3 ◦☻♥ⱶ 

CPS/IoT╩ ⇔≡⁸♦Ᵽ▬☻ה◦☻♥ⱶ─♦כ♃╩

╩♃כ♦⁸∑↕ ⇔√ ─ ╩☻ⱦכ◘™ ∆

╢◦☻♥ⱶ⁹ 

4 

DUNS Number 

( Data Universal Numbering 

System Number)  

♄fi▪fi♪Ⱪꜝ♇♪☻♩ꜞכ♩ D&B ⅜ ⇔√ 9

─ ⁸≢≥↓─♪כ◖ ─ ╩ ⌐ ≢⅝

╢  ⁹♪כ◖

5 

FQDN 

( Fully Qualified Domain 

Name) 

♪ⱷ▬fi ⁹ⱱ☻♩ ≤♪ⱷ▬fi ⌂≥∆═≡╩

∑∏⌐ ⇔√ ⁹ 

6 

IANA 

( I nternet Assigned Numbers 

Authority)  

IP ⱷ▬fi♪ה☻꜠♪▪ ♩כⱳה ─ ה ╡

≡ ▬fi♃כⱠ♇♩⌐ ∆╢ ╩ ∆╢ ⁹ 

7 
JAN◖כ♪ 

( Japanese Article Number) 

⌂ ≢№╢ GS1⅜ ╘╢ ─

╩♪כ◖ ∆╢√╘⌐ ⁹♪כ◖╢⌂≥ ⌐│

GS1 Company Prefix≤ ┌╣⁸ ≢│ ─ 2 ⅜

₈45₉ │₈49₉≢ ╕╢ 9 │ 7 ─ ⁹ 

8 

MIME♃▬ⱪ 

( Multipurpose I nternet Mail 

Extension)  

IANA⌐ ↕╣≡™╢⁸ ─♃כ♦╢∆ ╛ ╩

∆╢ ─ ⁹ 
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No.   

9 
TDB  ♪כ◖

( Teikok u Data Bank)  

⅜◒Ᵽfi♃כ♦ ⌐ ה ⇔√ ⌐

ⅎ⁸ ╩ ⌐⁸1 ≡⇔≥♪כ◖1 ⌐

⇔√ 9 ─  ⁹♪כ◖

10 ♃fiⱤכ  
⌂ ⌐╟╢ ⅛╠─ ⅜ ⌐ ⌂™╟

─♃כ♦℮⁸ ╖ ╡╛ ↨╪╩ ← ⁹ 

 ꜟ▬□ⱪ꜡ⱨ♃כ♦ 11

₈ 28 IoT ─√╘─ ◦☻♥ⱶ

☻ⱴכ♩ ₉─ ≢№╡⁸

◦☻♥ⱶ ╡╛╩♃כ♦≢ ╡∆╢ ♃כ♦─

 ⁹ꜟכꜟ─

12 Ɽ♦▫fi◓ 
─♃כ♦√╣╠╘ ↕⌐ ⅜♃כ♦≡⇔ ™

╩♃כ♦⁸⌐ ─♃כ♦≡⇔ ↕╩ ╦∑╢ ⁹ 

 ♪כ◖ 13

(JIPDEC)⅜

⌐ ∆╢⁸ ╩ ∆╢ ⌂  ⁹♪כ◖

╩ ⌐ ≢⅝╢ 6 ─ ⁸≥♪כ◖

⅜ ⁸ ╩ ℮ 6 ─ ≢ ↕╣╢⁹ 

14 Ɑ▬꜡כ♦♪כ♃ 

Ɽ◔♇♩ ─♃כ♦⁸≡™⅔⌐ ╛ ⌂

≥╩ ∆╢√╘─ ╩ ╗Ⱬ♇♄╛⁸♦כ♃─

⌂≥╩ ─≤⌂ꜝכ꜠♩╢∆ ╩ ™

⅜כ◙כꜚ⁸√ ♃כ♦™√⇔ ⁹ 

15 ⱷ♇☿כ☺♄▬☺▼☻♩ 
─ ↕─ ╩ ─ⱦ♇♩ ⌐ ∆╢▪

ꜟ◗ꜞ☼ⱶ⁹ 

16 ꜞ♄▬꜠◒♩ 
►▼Ⱪ◘▬♩╩ ⁸╩כ◙כꜚ√╣ ⌐ ─►▼

ⱩⱭכ☺⌐ ∆╢ ⁹ 

17 ꜠ꜟⱶ  
∕╣∙╣─꜠ꜟⱶ( ─ ⱳꜞ◦כ╩ ∆╢

)╩ ∆╢ ⁹ 
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 ♪◐ꜙⱷfi♩─  

♪◐ꜙⱷfi♩│⁸ ◦☻♥ⱶ⌐⅔↑╢ ▬fi♃כⱨ▼▬☻─ ⁸▪ⱪꜞⱬfi

כ♄ ↑ ▬fi♃כⱨ▼▬☻ ╩ ∆⁹ 

♪◐ꜙⱷfi♩─ ╩ ⌐ ∆(  1- 2)⁹ 

 

 
 1- 2: ♪◐ꜙⱷfi♩─  

 

▬fiⱨꜝ ◦☻♥ⱶ ≢│⁸IoT◕כ♩►▼▬⅛╠♦Ᵽ▬☻⌐ ⇔≡⁸

⌂≥─♦Ᵽ▬☻─ ⌐ ╦╢ ╩ ╢↓≤│ ⇔≡™⌂™⁹ 
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▪ⱪꜞ◔כ◦ꜛfi ╕≢⌐ ⌂  

↑▪ⱪꜞ◔כ◦ꜛfi╩ ⇔⁸∕─▪ⱪꜞ◔כ◦ꜛfi⅜ ≢ ⌐⌂╢╕≢

─ ╩ ⌐ ∆(  2- 1)⁹ 

 

 2- 1:▪ⱪꜞ◔כ◦ꜛfi ╕≢⌐ ⌂  

No   

1 

▪ⱪꜞ◔כ◦ꜛfi

─

 

▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸⅜כⱪꜝ♇♩ⱨ◊כⱴכ⌐ ⇔⁸

↑▪ⱪꜞ◔כ◦ꜛfi─▪ⱪꜞ◔כ◦ꜛfi ╩ ⱪꜝ♇♩ⱨ

⌐ⱶכ◊ ∆╢⁹↓╣⌐╟╡⁸ ⅜∕─▪ⱪꜞ◔כ◦ꜛfi╩

≢⅝╢╟℮⌐⌂╢⁹ 

 

▪ⱪꜞ◔כ◦ꜛfi ─ │ 2.1 ╩ ⁹ 

2 

▪ⱪꜞ◔כ◦ꜛfi

─ ─

≤  

▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸⅜כⱪꜝ♇♩ⱨ◊כⱴכ⅛╠ ⇔√

─ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢⁹↓╣⌐╟╡⁸

⅜▪ⱪꜞ◔כ◦ꜛfi╩ ⌐⌂╢⁹ 

 

▪ⱪꜞ◔כ◦ꜛfi ─ │ 2.2 ╩ ⁹ 

3 
≤

─ ≤  

▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸⅜כⱪꜝ♇♩ⱨ◊כⱴכ⅛╠ ⇔√

≤ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢⁹ 

( ⁸ ─♃כ♦⁸ ⁸ ─ ≢ )  

 

≤ ─ ─ │ 2.3 ╩ ⁹ 

4 
▪ⱪꜞ◔כ◦ꜛfi

─  

↑▪ⱪꜞ◔כ◦ꜛfi╩ ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢⁹↓

╣⌐╟╡⁸▪ⱪꜞ◔כ◦ꜛfi⅜ ⌐⌂╢⁹ 

 

▪ⱪꜞ◔כ◦ꜛfi ─ │ 2.4 ╩ ⁹ 

5 
▪ⱪꜞ◔כ◦ꜛfi

─  

▪ⱪꜞ◔כ◦ꜛfi╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ∆╢⁹↓╣⌐╟

╡⁸ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠▪ⱪꜞ◔כ◦ꜛfi╩ ∆╢⁹ 

 

▪ⱪꜞ◔כ◦ꜛfi ─ │ 2.5 ╩ ⁹ 
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 ▪ⱪꜞ◔כ◦ꜛfi ─  

▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸⅜כⱪꜝ♇♩ⱨ◊כⱴכ⌐ ⇔⁸ ↑▪ⱪꜞ◔כ◦ꜛfi

─▪ⱪꜞ◔כ◦ꜛfi ╩ ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢⁹↓╣⌐╟╡⁸

⅜∕─▪ⱪꜞ◔כ◦ꜛfi╩ ≢⅝╢╟℮⌐⌂╢⁹ 

▪ⱪꜞ◔כ◦ꜛfi ─ ╩ ⌐ ∆(  2- 2)⁹ 

 

 2- 2: ▪ⱪꜞ◔כ◦ꜛfi  

No.   

1 ▪ⱪꜞ◔כ◦ꜛfi ID 
↑▪ⱪꜞ◔כ◦ꜛfi─ ID⁹ 

│ ─ 3.1 .2 ╩ ⁹ 

2 ▪ⱪꜞ◔כ◦ꜛfi  ↑▪ⱪꜞ◔כ◦ꜛfi─ ⁹ 

3 ▪ⱪꜞ◔כ◦ꜛfi─  ↑▪ⱪꜞ◔כ◦ꜛfi─ ─ ⁹ 

♩ⱦ☻▪◌►fiכ◘ 4  

↑▪ⱪꜞ◔כ◦ꜛfi≢⁸ꜚכ◙כ⅜꜡◓▬fi⇔≡™⌂™

⌐ ⱪꜝ♇♩ⱨ◊כⱶ─ ▬fi♃כⱨ▼▬☻╩Ᵽ♇

◒◓ꜝfi♪≢ ↕∑╢⅛ ⅛╩ ⁹ 
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 ▪ⱪꜞ◔כ◦ꜛfi ─ ≤  

▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸⅜כⱪꜝ♇♩ⱨ◊כⱴכ⅛╠ ⇔√ ─ ╩

↑▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢⁹↓╣⌐╟╡⁸ ⅜▪ⱪꜞ◔כ◦ꜛfi╩ ⌐⌂

╢⁹ 

▪ⱪꜞ◔כ◦ꜛfi ─ ╩ ⌐ ∆(  2- 3)⁹ 

 

 2- 3: ▪ⱪꜞ◔כ◦ꜛfi  

No.   

1 ▪ⱪꜞ◔כ◦ꜛfi ID 

↑▪ⱪꜞ◔כ◦ꜛfi─ ID⁹ 

(  2- 2)─▪ⱪꜞ◔כ◦ꜛfi ID≤ ─ ≢№╢

⅜№╢⁹ 

2 ID 
▪ⱪꜞ◔כ◦ꜛfi╩ ∆╢ ID⁹ 

─ 3.1.2 ╩  

3 
ⱪꜝ♇♩ⱨ◊

♩☻ⱶ─ⱱכ  

ⱪꜝ♇♩ⱨ◊כⱶ─ FQDN ⁹ 

▪ⱪꜞ◔כ◦ꜛfi⅜▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻╩

∆╢√╘⌐ ⁹ 

4 ▪◒☿☻ URL 

▪ⱪꜞ◔כ◦ꜛfi─♩♇ⱪⱭכ☺─ URL⁹ 

/כ◙כꜚ ⅜▪ⱪꜞ◔כ◦ꜛfi⌐▪◒☿☻∆╢√╘⌐

⁹ 

5 ꜠ꜟⱶ  ─ ╩ ∆꜠ꜟⱶ ⁹ 

─כⱣכ◘ URLכⱣכ◘ 6 URL⁹ 

7 ◒ꜝ▬▪fi♩ ID 

OpenID Connectβ ⌐ ™╠╣╢◒ꜝ▬▪fi♩ ID⁹◒ꜝ▬▪fi

♩ ID│◦☻♥ⱶ ⌂◒כ♬ꜚ≢ ≢№╢ ⅜№╢⁹▪

ⱪꜞ◔כ◦ꜛfi ID≤ ID╩ ╖ ╦∑√ ≤∆

╢⁹ 

8 ꜞ♄▬꜠◒♩ URL 
OpenID Connectβ ⱪ꜡♩◖ꜟ⌐╟∫≡ ▬◓꜡⌐כⱣכ◘

fi⁸ │꜡◓▪►♩ ⌐Ⱪꜝ►◙≢ꜞ♄▬꜠◒♩ ≤⌂╢ URL⁹ 

OpenID Connectβ ♩♇꜠◒כ◦ 9 ⱪ꜡♩◖ꜟ≢ ∆╢ ⁹ 

β:  OpenID Connect│⁸ ↑▪ⱪꜞ◔כ◦ꜛfi─ꜚכ◙כ ⌐ ↕╣╢▪▬♦fi♥▫♥▫ 

ⱪ꜡♩◖ꜟ≢№╢⁹ ⌐≈™≡│⁸CPS/IoT☿◐ꜙꜞ♥▫ ─ 2.3 ╩ ⁹ 
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ⱪꜝ♇♩ⱨ◊כⱶ⅜ OpenID Connect ─ ╙ ⇔≡™╢ ⁸ ─  

2- 3 ─ ⅜▪ⱪꜞ◔כ◦ꜛfi ⌐ ╕╣≡™╢ ⅜№╢⁹ 
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 ≤ ─ ≤  

▪ⱪꜞ◔כ◦ꜛfi ⱬfi♄⁸⅜כⱪꜝ♇♩ⱨ◊כⱴכ⅛╠ ⇔√ ≤ ╩

↑▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢⁹ 

│ CPS/IoT☿◐ꜙꜞ♥▫ ─ 2 ╩ ⁹ 

 

⌂⅔ │⁸ ⌐ ⱪꜝ♇♩ⱨ◊כⱶ⌐≡ Ᵽכ☺ꜛfi╩ ∆╢⅜⁸

™Ᵽכ☺ꜛfi╙ ∆╢ ≤⌂∫≡™╢⁹▪ⱪꜞ◔כ◦ꜛfi╛◕כ♩►▼▬⅜

─Ᵽכ☺ꜛfi─╕╕ ∆╢⅛⁸ ⌐ Ᵽכ☺ꜛfi⌐ ∆╢⅛│⁸

ⱪꜝ♇♩ⱨ◊כⱶ─ ⌐ ≢⅝╢⁹ 
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 ▪ⱪꜞ◔כ◦ꜛfi─  

↑▪ⱪꜞ◔כ◦ꜛfi╩ ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢⁹↓╣⌐╟╡⁸▪ⱪꜞ◔

⅜fiꜛ◦כ ⌐⌂╢⁹ 

▪ⱪꜞ◔כ◦ꜛfi ≢│⁸▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ┼ ╩

∆╢⁹ ∆╢ ╩ ⌐ ∆(  2- 4)⁹ 

 

 2- 4:  ▪ⱪꜞ◔כ◦ꜛfi  

No.   

1 ▪ⱪꜞ◔כ◦ꜛfi ID 

ⱪꜝ♇♩ⱨ◊כⱶ⅜ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ⌐

∆╢√╘─ ⁹ 

─ 3.1.2 ╩  

2 ID 
▪ⱪꜞ◔כ◦ꜛfi╩ ∆╢ ID⁹ 

─ 3.1.2 ╩  

 

ⱪꜝ♇♩ⱨ◊כⱶ≢│⁸▪ⱪꜞ◔כ◦ꜛfi ≢ ↕╣√ ⅛╠▪ⱪꜞ◔כ◦

ꜛfi╩ ∆╢⁹↓╣⌐╟╡ ⱪꜝ♇♩ⱨ◊כⱶ│⁸ ▪ⱪꜞ◔כ◦ꜛfi⅜ ⇔≡

╙ ™▪ⱪꜞ◔כ◦ꜛfi⅛≥℮⅛╩ ∆╢⁹ ⱪꜝ♇♩ⱨ◊כⱶ⌐ ⇔≡╙ ™≤

↕╣√ ⁸▪ⱪꜞ◔כ◦ꜛfi ╩ ⱪꜝ♇♩ⱨ◊כⱶ┼ ∆╢⁹↓╣⌐

╟╡⁸∕─▪ⱪꜞ◔כ◦ꜛfi│ꜚכ◙כ⅛╠ ⌐⌂╢⁹ ⱪꜝ♇♩ⱨ◊כⱶ⌐

⇔≡╙ ™≤ ↕╣⌂⅛∫√ ⁸ ⱪꜝ♇♩ⱨ◊כⱶ│∕─▪ⱪꜞ◔כ◦ꜛfi─

╩ ╠⅛כ◙כꜚ⁸⇔ ∆╢↓≤⅜≢⅝⌂™⁹ 

▪ⱪꜞ◔כ◦ꜛfi ─ │ ─ 3.4.1 ┘ 4.1 ╩ ⁹ 
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 ▪ⱪꜞ◔כ◦ꜛfi─  

▪ⱪꜞ◔כ◦ꜛfi╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ∆╢⁹↓╣⌐╟╡⁸ ⱪꜝ♇

♩ⱨ◊כⱶ⅛╠▪ⱪꜞ◔כ◦ꜛfi╩ ∆╢⁹ 

ⱪꜝ♇♩ⱨ◊כⱶ≢│⁸▪ⱪꜞ◔כ◦ꜛfi ≢ ↕╣√▪ⱪꜞ◔כ◦ꜛfi⅜

╖⅛≥℮⅛╩ ∆╢⁹ ╖∞∫√ ⁸∕─▪ⱪꜞ◔כ◦ꜛfi─ ╩ ⌐∆╢⁹

╖≢│⌂⅛∫√ ╩כꜝ◄⁸ ∆╢⁹ 

▪ⱪꜞ◔כ◦ꜛfi ─ │ ─ 3.4.2 ┘ 4.2 ╩ ⁹ 
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▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻  

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻⌐ ⌂ ─ 3≈╩ ∆⁹ 

APIה  

 ꜟ◖♩꜡ⱪה

ה ⌂ ─ ╣ 

 

 API  

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻─ API─ ╩ ⌐ ∆⁹ 

 

 3- 1: API (I oT◕כ♩►▼▬)  

No.  API   

1 
▪ⱪꜞ◔כ

◦ꜛfi  

▪ⱪꜞ◔כ◦ꜛfi

API 

▪ⱪꜞ◔כ◦ꜛfi╩ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢ API⁹ 

2 
▪ⱪꜞ◔כ◦ꜛfi

API 

▪ⱪꜞ◔כ◦ꜛfi╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛

╠ ∆╢ API⁹ 

3 ⱴ☻♃  ⱴ☻♃♦כ♃ API  
ⱴ☻♃⁸ ⱴ☻♃⁸ ⱴ☻♃ ╩ ∆

╢ API⁹ 

4 

♃כ♦  

API  

─♃כ♦ ─ ╩ ∆╢

API⁹ API╩ ∆╢≤⁸ ≢ כ♦

♃─ ╩ ≢⅝╢⁹ 

5 API  
─♃כ♦ ≢─ ╩ ∆╢

API⁹ 

6 API  ─ ╩ ≢ ∆╢ API⁹ 

7 API  ─ ╩ ∆╢ API⁹ 

♃כ♦ 8  API 

◙כꜚ ╕√│▪ⱪꜞ◔כ◦ꜛfi ▬fi♃

≤⌂◒♇꜡כ ⌐╟╡ IoT ┼▬▼►♩כ◕

╩ ⇔⁸IoT ─☻▬Ᵽ♦╢╟⌐▬▼►♩כ◕

╩ ∆╢ API⁹ 

♃כ♦ 9  
ⱨ□▬ꜟ

API  

♃כ♦ ─ ⱨ□▬ꜟ╩ ∆╢

API⁹ 

♃כ♦ 10  API 
≢ ⇔√⁸PF ⌐ ↕╣≡™╢ ╩

∆╢ ╩ ∆╢ API⁹ 

11 
♪◐ꜙⱷfi

♩  

♪◐ꜙⱷfi♩

♦Ᵽ▬☻ API 
─♩ⱷfiꜙ◐♪⌐☻כⱬ♃כ♦ ╩ ℮ API⁹ 
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No.  API   

12 
♪◐ꜙⱷfi♩

♦Ᵽ▬☻ API 

⌐☻כⱬ♃כ♦ ↕╣≡™╢♪◐ꜙⱷfi♩─

╩ ℮ API⁹ 

13 
♪◐ꜙⱷfi♩

♦Ᵽ▬☻ API 

⌐☻כⱬ♃כ♦ ↕╣≡™╢♪◐ꜙⱷfi♩─

╩ ℮ API⁹ 

14 

ⱨ□▬ꜟ

 

ⱨ□▬ꜟ ♦Ᵽ▬

☻ API 

○Ⱪ☺▼◒♩☻♩꜠כ☺⌐ ↕╣≡™╢ⱨ□▬

ꜟ╙⇔ↄ│ⱨ□▬ꜟⱤ☻─ ╩ ∆╢ API⁹ 

15 
ⱨ□▬ꜟ ♦

Ᵽ▬☻ API 

○Ⱪ☺▼◒♩☻♩꜠כ☺⌐ⱨ□▬ꜟ╩ ∆╢

API⁹ 

16 
ⱨ□▬ꜟ ♦

Ᵽ▬☻ API 

○Ⱪ☺▼◒♩☻♩꜠כ☺⅛╠ⱨ□▬ꜟ╩ ∆╢

API⁹ 

  

 

 3- 2: API (◦☻♥ⱶ◕כ♩►▼▬)  

No.  API   

1 

♪◐ꜙⱷfi

♩  

♪◐ꜙⱷfi♩ API 
─♩ⱷfiꜙ◐♪╠⅛☻כⱬ♃כ♦ ╩ ℮

API⁹ 

2 
♪◐ꜙⱷfi♩

API 
─♩ⱷfiꜙ◐♪⌐☻כⱬ♃כ♦ ╩ ℮ API⁹ 

3 
♪◐ꜙⱷfi♩

API 

⌐☻כⱬ♃כ♦ ↕╣≡™╢♪◐ꜙⱷfi♩─

╩ ℮ API⁹ 

4 
♪◐ꜙⱷfi♩

API 

⌐☻כⱬ♃כ♦ ↕╣≡™╢♪◐ꜙⱷfi♩─

╩ ℮ API⁹ 

5 

ⱨ□▬ꜟ

 

ⱨ□▬ꜟ API 
○Ⱪ☺▼◒♩☻♩꜠כ☺⌐ ↕╣≡™╢ⱨ□▬

ꜟ╙⇔ↄ│ⱨ□▬ꜟⱤ☻─ ╩ ∆╢ API⁹ 

6 ⱨ□▬ꜟ API 
○Ⱪ☺▼◒♩☻♩꜠כ☺⌐ⱨ□▬ꜟ╩ ∆╢

API⁹ 

7 ⱨ□▬ꜟ API 
○Ⱪ☺▼◒♩☻♩꜠כ☺⅛╠ⱨ□▬ꜟ╩ ∆╢

API⁹ 

7 ⱴ☻♃  
ⱴ☻♃♦כ♃ ◦

☻♥ⱶ API 

♃כ♦≥♃☻ⱴ☻כ♁ꜞ ⱴ☻♃⅛╠ ╩

∆╢ API⁹ 
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 ⱪ꜡♩◖ꜟ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻≢ ∆╢ⱪ꜡♩◖ꜟ╩ ⌐ ∆(  3- 3)⁹ 

 

 3- 3: ▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻─ⱪ꜡♩◖ꜟ 

No. ⱪ꜡♩◖ꜟ  

1 HTTP(S) 
↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ┼ ╩ ℮

⌐ ∆╢ⱪ꜡♩◖ꜟ⁹SSL/TLS≢ ↕╣⌂↑╣┌⌂╠⌂™⁹ 

2 WebSocket(S) 
ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦ꜛfi┼─ ╩

℮ ⌐ ∆╢ⱪ꜡♩◖ꜟβ⁹SSL/TLS≢ ↕╣⌂↑╣┌⌂╠⌂™⁹ 

β  │ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ℮⁹ 

 

─┼☻כⱬ♃כ♦⁸⅔⌂ ♩ꜝfi◙◒◦ꜛfi ⌂≥⁸ ⱪ꜡♩◖ꜟ≢│ ⌂

⅜ ∆╢ ⌐│⁸∕─ ⌐ ⇔√ⱪ꜡♩◖ꜟ ⅎ┌ ODBC ⌐╟∫≡⁸ ─ API

╩ ⌐ ∆╢↓≤╩ ∆╢╙─≤∆╢⁹ 

 

 HTTP( S)ⱪ꜡♩◖ꜟ 

↑▪ⱪꜞ◔כ◦ꜛfi≤ ⱪꜝ♇♩ⱨ◊כⱶ ≢ ∆╢⁸HTTP(S)ⱪ꜡♩◖ꜟ

─ ≤ ╩ ⌐ ∆(  3- 1)⁹ 

 

 

 3- 1: HTTP(S)ⱪ꜡♩◖ꜟ─ ≤  

 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻≢│ HTTP(S)ⱪ꜡♩◖ꜟ│▪ⱪꜞ◔כ◦ꜛfi

⁸ ♃כ♦┘ ─ ≤ ≢ ∆╢⁹ │ ↑▪ⱪꜞ◔כ◦ꜛfi⅜

⇔⁸ │ ⱪꜝ♇♩ⱨ◊כⱶ⅜ ∆╢⁹ 

ⱬכ☻ URL│ ≤⇔⁸ⱳכ♩ │ 443≤∆╢⁹ 

 

https://${ ⱪꜝ♇♩ⱨ◊כⱶ─ⱱ☻♩ }  

 

Web  
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ⱪꜝ♇♩ⱨ◊כⱶ─ⱱ☻♩ │ⱪꜝ♇♩ⱨ◊כⱴכ⅜ ∆╢⁹ 

≢│⁸▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻─♦כ♃ ─ HTTP(S)ⱪ꜡♩◖ꜟ

⌐⅔↑╢ ╩ ∆⁹ API─ ⌂ │ ─ 4. 5. ╩ ⁹  
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 ▪ⱪꜞ◔כ◦ꜛfi ⁸ ♃כ♦─ ─  

₈ ₉⌐ ∆▪ⱪꜞ◔כ◦ꜛfi ⁸ ♃כ♦─ ─ HTTP(S)ⱪ꜡♩◖

ꜟ⌐╟╢ ╩ ⌐ ∆(  3- 2)⁹ 

 

 3- 2: HTTP(S)ⱪ꜡♩◖ꜟ⌐╟╢▪ⱪꜞ◔כ◦ꜛfi ⁸ ♃כ♦─ ─  

 

 ▪ⱪꜞ◔כ◦ꜛfi ⁸ ♃כ♦─ ─  

₈ ₉⌐ ∆▪ⱪꜞ◔כ◦ꜛfi ⁸ ♃כ♦─ ─ HTTP(S)ⱪ꜡♩◖

ꜟ⌐╟╢ ╩ ⌐ ∆(  3- 3)⁹ 

 

 3- 3: HTTP(S)ⱪ꜡♩◖ꜟ⌐╟╢▪ⱪꜞ◔כ◦ꜛfi ⁸ ♃כ♦─ ─  

 

  

X-CPS-Operation: { ID}  

Content - type: { ẑ1}  

Accept: { ẑ2}  

X-CPS-Timestamp: { }  

... ( HTTP ) ...  

POST /cps -platform/api/v1/{ ID } /  HTTP/1.1  

 

{ }  

HTTP  

HTTP  

 

HTTP  

ẑ 1:  

ẑ 2:  

 

Content - type: {  ẑ1}  

X-CPS-Timestamp: { }  

... ( HTTP ) ...  

HTTP/1.1 { }  { }  

 

{ }  

HTTP  

HTTP  

 

HTTP  

ẑ 1:  
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♃כ♦  ♃כ♦─  

─  4- 8 ⌐ ♃כ♦∆ ♃כ♦─ ─ HTTP(S)ⱪ꜡♩◖ꜟ⌐╟╢

╩ ⌐ ∆(  3- 4)⁹ 

 

 3- 4: HTTP(S)ⱪ꜡♩◖ꜟ⌐╟╢♦כ♃ ♃כ♦─  

 

(  3- 4)⌐ ⇔√ ─ │⁸OpenID Connect⌐╟╢ ה ╩

≤⇔≡™╢⁹ ─ │ 0 4.9 ╩ ⁹ ⱪꜝ♇♩ⱨ◊כⱶ⅜ OpenID 

Connect ─ ╙ ⇔≡™╢ │⁸∕─ ⌐ ™⁸Authorization Ⱬ♇♄ ─

≢ ╩ ⇔≡╙╟™⁹ 

  

X-CPS-Operation: { ID}  

Authorization: { }  

Content - type: { ẑ1}  

Accept: { ẑ2}  

X-CPS-Timestamp: { }  

... ( HTTP ) ...  

POST /cps -platform/api/v1/{ ID } /  HTTP/1.1  

 

{ }  

HTTP  

HTTP  

 

HTTP  

ẑ 1:  

ẑ 2:  
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♃כ♦  ♃כ♦─  

─  4- 9 ⌐ ♃כ♦∆ ♃כ♦─ ─ HTTP(S)ⱪ꜡♩◖ꜟ⌐╟╢

╩ ⌐ ∆(  3- 5)⁹ 

 

 
 3- 5: HTTP(S)ⱪ꜡♩◖ꜟ⌐╟╢♦כ♃ ♃כ♦─  

 

 WebSocket(S)ⱪ꜡♩◖ꜟ 

↑▪ⱪꜞ◔כ◦ꜛfi≤ ⱪꜝ♇♩ⱨ◊כⱶ ≢ ∆╢⁸WebSocket(S)ⱪ꜡

♩◖ꜟ─ ╩ ⌐ ∆(  3- 6)⁹ 

 

 

 3- 6: WebSocket(S)ⱪ꜡♩◖ꜟ─  

Content - type: {  ẑ1}  

X-CPS-Timestamp: { }  

... ( HTTP ) ...  

HTTP/1.1 { }  { }  

 

{ }  

HTTP  

HTTP  

 

HTTP  

ẑ 1:  
  

Web  

  

 

 

  

( ) 
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▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻≢│WebSocket(S)ⱪ꜡♩◖ꜟ│▬ⱬfi♩♦כ♃

─ ⌐ ∆╢⁹WebSocket(S)─ │ ↑▪ⱪꜞ◔כ◦ꜛfi⅜ ∆╢⁹▬ⱬfi♩

⁸│♃כ♦ ⱪꜝ♇♩ⱨ◊כⱶ⅜ ⇔⁸ ↑▪ⱪꜞ◔כ◦ꜛfi⅜ ∆╢⁹ 

 

 ▬ⱬfi♩♦כ♦─♃כ♃  

─  4- 10 ⌐ ∆▬ⱬfi♩♦כ♦─♃כ♃ ─ WebSocket(S)ⱪ꜡♩◖ꜟ⌐

╟╢ ╩ ⌐ ∆(  3- 7)⁹ 

 

 

 3- 7: WebSocket(S)ⱪ꜡♩◖ꜟ⌐╟╢▬ⱬfi♩♦כ♦─♃כ♃  

  

{ }  
WebSocket  
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 ☿◐ꜙꜞ♥▫ 

─♃כ♦ ⅎ™╛ ↨╪╩ ←√╘⌐│⁸ ⇔™ ה ≤─ ⅜ ≢№╢⁹

↑▪ⱪꜞ◔כ◦ꜛfi≤ ⱪꜝ♇♩ⱨ◊כⱶ─ ⌐⅔™≡⁸ ─ ⌐ ≢

─ ╩ ⇔⁸ ╩ ∆╢⁹ ≤ ─

│⁸ ⱪꜝ♇♩ⱨ◊כⱶ╩◘כⱣ⁸כ ↑▪ⱪꜞ◔כ◦ꜛfi╩◒ꜝ▬▪fi♩≤⇔≡⁸

SSL/TLS─ ⌐ ∫≡ ∆╢⁹ │ CPS/IoT☿◐ꜙꜞ♥▫ ─ 2.2 ╩ ⁹ 

─ ∞↑≢⌂ↄ⁸ ◦☻♥ⱶ ≢─ ╩ ←√╘⌐│⁸ ─

⌐ ⅎ≡⁸♦כ♃∕─╙─╩ ∆╢ ╩ ∆╢ ⅜№╢⁹ ╩♃כ♦⌂

∆╢↓≤≢⁸ ∆╢ ╛ ─ ⌐ ─♃כ♦⁸∏╠ ╩ ∆╢↓≤⅜

≤⌂╢⁹╕√⁸ ─♃כ♦≢ ↨╪╩ ≢⅝╢╟℮⌐∆╢√╘⌐⁸╛╡ ╡∆╢♦

⌐♃כ ╩ ⇔⁸ ≢ ∆╢ ╖╩ ∆╢↓≤⅜ ╕⇔™⁹ │ CPS/IoT

☿◐ꜙꜞ♥▫ ─ 2.4 ╩ ⁹╕√⁸ (ID) ╛ ⌐ ∆╢ ⌐≈™≡│⁸

♃fiⱤכ ╩ ≈ ⌐ ⇔⁸ ⅛╠─ ▪◒☿☻╛ ↨╪╩ ∆╢↓≤≢⁸☿◐

ꜙꜞ♥▫╩ ↕∑╢↓≤⅜ ╕⇔™⁹ 

▬fiⱨꜝ ◦☻♥ⱶ ≢│⁸IoT◕כ♩►▼▬⅛╠♦Ᵽ▬☻⌐ ⇔≡⁸

⌂≥─♦Ᵽ▬☻─ ⌐ ╦╢ ╩ ╢↓≤│⁸ ≤⇔≡ ⇔⌂™⁹

⌂≥╩ ╢ │⁸RAS(Reliability ⁸Availability ⁸Serviceability) ─ ╩ ⌐

⇔√ ≢⁸ ─ ≤⇔≡ ⇔⁸ ∆╢↓≤⁹ 
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 ⌂ ─ ╣ 

≢│⁸▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻─ ⌂ ─ ╣≤⇔≡ ─ 5

≈╩ ∆⁹ 

fiꜛ◦כ◔ꜞⱪ▪ה  

fiꜛ◦כ◔ꜞⱪ▪ה  

♃כ♦ה ( )ⱪꜟ  

♃כ♦ה ( )ⱪ♇◦ꜙ  

♃כ♦ה ( )ⱪꜟ  

 

 ▪ⱪꜞ◔כ◦ꜛfi  

⅜כ◙כꜚ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ∆╢√╘⌐│⁸ ↑▪ⱪꜞ◔כ◦ꜛfi│

ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢ ⅜№╢⁹ 

▪ⱪꜞ◔כ◦ꜛfi ─ ⱨ꜡כ╩ ⌐ ∆⁹ 

 

 

 3- 8: ⱨ꜡כ (▪ⱪꜞ◔כ◦ꜛfi )  

 

  

 
 

 
 

 

 

 

 
 
 

( API)  
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 ▪ⱪꜞ◔כ◦ꜛfi  

⌐ ╖─ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ∆╢√╘

⌐│⁸ ↑▪ⱪꜞ◔כ◦ꜛfi│▪ⱪꜞ◔כ◦ꜛfi ╩ ∆╢ ⅜№╢⁹ 

▪ⱪꜞ◔כ◦ꜛfi ─ ⱨ꜡כ╩ ⌐ ∆ 3- 9 ⁹ 

 

 

β: ─ ╛  (WebSocket(S)) ─ ⌂≥ 

 3- 9: ⱨ꜡כ (▪ⱪꜞ◔כ◦ꜛfi )  

 

 

⌂⅔⁸ ⱨ꜡כ⌐╟╢╙─≢│⌂ↄ⁸ ╠⅛─ ⌐ ⱪꜝ♇♩ⱨ◊כⱶ ≤

─ ⅜ ↕╣≡⇔╕∫√ │⁸ 3.4.1 ─ⱨ꜡כ⌐╟╡ ∆╢ ⅜№╢⁹╕√

↕╣≡⇔╕∫√ ⅛╠⁸ 3.4.1 ─ⱨ꜡כ⌐╟╡ ∆╢╕≢─ ⌐ ∆═⅝∞

─♃כ♦√∫ │ ╦╣⌂™⁹ 

 

  

 
 

 
 

 

 

 
 

 
 

( API)  
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♃כ♦  ( ⁸ ⁸ ⁸ )  

♃כ♦ ≤│⁸ꜚ ⱶ⁸♥☻◦ה☻▬Ᵽ♦⅜כ◙כ ⁸▬▼►♩כ◕╩♃כ♦─☻ⱦכ◘

ⱪꜝ♇♩ⱨ◊כⱶ ┘ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ⇔≡ ∆╢ ≢№╢⁹ 

 

♃כ♦ ( )⌐│ 3≈─ ⅜№╢⁹ 

♃כ♦ה ( )ⱪꜟ  

♃כ♦ה ( )ⱪ♇◦ꜙ  

♃כ♦ה ( )ⱪꜟ  

 

╕√ DB ⁸ⱨ□▬ꜟ ─ ≤⇔≡ 4≈⅜№╢⁹ 

DBה ( / / )ⱪꜟ  

DBה ( )ⱪꜟ  

ꜟ▬□ⱨה ( / / )ⱪꜟ  

ꜟ▬□ⱨה ( )ⱪꜟ  
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♃כ♦  ( )ⱪꜟ  

IoT◕כ♩►▼▬╩ ╩♃כ♦≡⇔ ∆╢  

IoT ╩▬▼►♩כ◕ ╩♃כ♦≡⇔ ∆╢√╘⌐│⁸ API╩ ∆╢⁹

API─ │⁸4.4 ╩ ⁹ 

⌐│ ⅜ ↕╣╢⁹HTTP(S)ⱪ꜡♩◖ꜟ≢│⁸WebSocket(S) URI

⅜∕╣⌐ ∆╢⁹ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ⇔≡ ♅ꜗⱠꜟ(WebSocket(S))⌐

∆╢↓≤≢⁸∕─♅ꜗⱠꜟ╩ ╩♃כ♦≡⇔ ≢ ↑ ╢↓≤⅜≢⅝╢╟℮⌐⌂

╢⁹ ─ ╣╩ ⌐ ∆ 3- 10 ⁹ 

 

β1: API⁹ │ 4.4  ╩ ⁹ 

β2: API─WebSocket(S)⌐╟╢ ⁹ │ 4.4  ╩ ⁹ 

 3- ♃כ♦ :10 ( )ⱪꜟ (IoT ╩♃כ♦╠⅛▬▼►♩כ◕ ∆╢ )  

 

 

 
 

 

1 

ḱ

 

IoT 
 

  

 

 

 

 

 

 
 

 
 

 

 
 

 
 

 

 
( )  

Ḳ  

Ḳ  

 

 
(

)  

  

2 

( )  
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◦☻♥ⱶ◕כ♩►▼▬╩ ╩♃כ♦≡⇔ ∆╢  

◦☻♥ⱶ◕כ♩►▼▬╩ ╩♃כ♦≡⇔ ∆╢√╘⌐│⁸ ♃כ♦ API╩

∆╢⁹ ♃כ♦ API─ │⁸5.4  ╩ ⁹ 

⌐│ ⅜ ↕╣╢⁹HTTP(S)ⱪ꜡♩◖ꜟ≢│⁸WebSocket(S) URI

⅜∕╣⌐ ∆╢⁹ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ⇔≡ ♅ꜗⱠꜟ(WebSocket(S))⌐

∆╢↓≤≢⁸∕─♅ꜗⱠꜟ╩ ╩♃כ♦≡⇔ ≢ ↑ ╢↓≤⅜≢⅝╢╟℮⌐⌂

╢⁹ ─ ╣╩ ⌐ ∆ 3- 11 ⁹ 

 

β1: API⁹ │ 5.4 ╩ ⁹ 

β2: API─WebSocket(S)⌐╟╢ ⁹ │ 5.4  ╩ ⁹ 

 3- ♃כ♦ :11 ( )ⱪꜟ (◦☻♥ⱶ◕כ♦╠⅛▬▼►♩כ♃╩ ∆╢ )  

  

 

 

 
 

 

1 

2 

( )  

 

ḱ

 

 
 

 

 

 

 
 

 
 

 

 

 

 
 

 
 

 

 
( )  

Ḳ  

Ḳ  

 

  

 
(

)  
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♃כ♦  ( )ⱪ♇◦ꜙ  

IoT◕כ♩►▼▬╩ ╩♃כ♦≡⇔ ∆╢  

IoT◕כ♩►▼▬╩ ╩♃כ♦≡⇔ ∆╢√╘⌐│⁸ API╩ ∆╢⁹

API─ │⁸4.5 ╩ ⁹ 

⌐│ ⅜ ↕╣╢⁹HTTP(S)ⱪ꜡♩◖ꜟ≢│⁸WebSocket(S) URI

⅜∕╣⌐ ∆╢⁹ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ⇔≡ ♅ꜗⱠꜟ( WebSocket(S))⌐

∆╢↓≤≢⁸∕─♅ꜗⱠꜟ╩ ╩♃כ♦≡⇔ ≢ ↑ ╢↓≤⅜≢⅝╢╟℮⌐⌂

╢⁹ ─ ╣╩ ⌐ ∆ 3- 12 ⁹ 
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IoT 

  
 

ḱ

 
 

 

 
( )  

1 

 
(

)  

 

 

 

 

  

 
2 

 

   

IoT

 

 
 

 
 

 
 

 
 

 
 

3 
 ( )  

3 
 ( )  

 
 

 
 

 

 
( )  

 

 
( )  

Ḳ  

Ḳ  
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β1 : API⁹ │ 4.5 ╩ ⁹ 

β2 : API─WebSocket(S)⌐╟╢ ⁹ │ 4.5 ╩ ⁹ 

β3 : API─WebSocket(S)⌐╟╢♦כ♃ ⁹ │ 4.5 ╩ ⁹ 

 3- 12: ♃כ♦  ( )ⱪ♇◦ꜙ ( IoT ╩♃כ♦╠⅛▬▼►♩כ◕ ∆╢ )  
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◦☻♥ⱶ◕כ♩►▼▬╩ ╩♃כ♦≡⇔ ∆╢  

◦☻♥ⱶ◕כ♩►▼▬╩ ╩♃כ♦≡⇔ ∆╢√╘⌐│⁸ ♃כ♦ API

╩ ∆╢⁹ ♃כ♦ ─ │⁸5.5 ╩ ⁹ 

♃כ♦│⌐ ⅜ ↕╣╢⁹HTTP(S) ⱪ꜡♩◖ꜟ≢│⁸

WebSocket(S) URI⅜∕╣⌐ ∆╢⁹ ↑▪ⱪꜞ◔כ◦ꜛfi╩ ⇔≡ ♅ꜗⱠꜟ

(WebSocket(S))⌐ ∆╢↓≤≢⁸∕─♅ꜗⱠꜟ╩ ╩♃כ♦≡⇔ ≢ ↑ ╢↓≤

⅜≢⅝╢╟℮⌐⌂╢⁹ 

─ ╣╩ ⌐ ∆ 3- 13 ⁹ 
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( )  

1 

 
(

)  

 

 

 

 

  

 
2 

 

   

 

 
 

 
 

 
 

 
 

 
 

3 
 ( )  

3 
 ( )  

 
 

 
 

 

 
( )  

 

 
( )  

Ḳ  

Ḳ  
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β1 : ♦כ♃ API⁹ │ 5.5 ╩ ⁹ 

β2 : ♦כ♃ API─WebSocket(S)⌐╟╢ ⁹ │ 5.5 ╩ ⁹ 

β3 : ♦כ♃ API─WebSocket(S)⌐╟╢♦כ♃ ⁹ │ 5.5 ╩ ⁹ 

 3- 13: ♃כ♦  ( )ⱪ♇◦ꜙ (◦☻♥ⱶ◕כ♦╠⅛▬▼►♩כ♃╩ ∆╢ )  
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♃כ♦  ( )ⱪꜟ  

◙כꜚ ╕√│▪ⱪꜞ◔כ◦ꜛfi ▬fi♃כ꜡♇◒⌂≥ ⌐╟╡ IoT◕כ

♩►▼▬╩ ⇔≡♦Ᵽ▬☻╩ ∆╢  

─ ╣╩ ⌐ ∆ 3- 14 ⁹ 

 
 

β: API⁹ │ 4.8 ╩ ⁹ 

 3- ♃כ♦ :14 ( )ⱪꜟ (IoT ╩▬▼►♩כ◕ ⇔≡♦Ᵽ▬☻ ∆╢ )  

  

 
 

 
 

 

 

 
 

 

IoT 
 

 

 

 

( )  

 

 

 

 
 

 

Ổ
Ỵ
ở

 

 

 

 

  

 

 

 

 

  

 

 

 
 

 
 

 

 
 

 

Ḳ  

Ḳ  
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 DB ( / / )ⱪꜟ  

─ ╣╩ ⌐ ∆ 3- 15 ⁹ 

 

 

β: ♪◐ꜙⱷfi♩ DB API⁹ │ 5. 13 ╩ ⁹ 

 

 3- 15: DB ( / / )ⱪꜟ  

 

  

 
 

 
 

 

 

 

 

ḱ

  

 

 
 

 

 

 

 
 

 
 

Ḳ  

Ḳ  
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 DB ( )ⱪꜟ  

─ ╣╩ ⌐ ∆ 3- 16 ⁹ 

 

 

β: ♪◐ꜙⱷfi♩ DB API⁹ │ 5. 14 ╩ ⁹ 

 

 3- 16: DB ( )ⱪꜟ  

 

  

 
 

 
 

 

 

 

 

ḱ

  

 

 
 

 

 

 

 
 

 
 

Ḳ  

Ḳ  
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 ⱨ□▬ꜟ ( / / )ⱪꜟ  

─ ╣╩ ⌐ ∆ 3- 17 ⁹ 

 

 

β: ⱨ□▬ꜟ API⁹ │ 5. 15 ╩ ⁹ 

 

 3- 17: ⱨ□▬ꜟ ( / / )ⱪꜟ  

 

  

 
 

 
 

 

 

 

 

ḱ

  

 

 
 

 

 

 

 
 

 
 

Ḳ  

Ḳ  
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 ⱨ□▬ꜟ ( )ⱪꜟ  

─ ╣╩ ⌐ ∆ 3- 18 ⁹ 

 

 

β: ⱨ□▬ꜟ API⁹ │ 5. 16 ╩ ⁹ 

 

 3- 18: ⱨ□▬ꜟ ( )ⱪꜟ  

 

 

 

 

 

 
 

 
 

 

 

 

 

ḱ

  

 

 
 

 

 

 

 
 

 
 

Ḳ  

Ḳ  
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 API  

 ⱷ♇☿כ☺  

≢│⁸ⱷ♇☿כ☺ ╩ ∆╢⁹ 

 

 HTTP(S)─♦כ♃  

HTTP(S)ⱪ꜡♩◖ꜟ≢─♦כ♃─ ╩ ∆╢⁹ 

─♃כ♦ ≤⇔≡ ⌐ ♃כ♦∆ ╩ ∆╢  3- 4)⁹ 

 

 3- 4:  ◘ⱳכ♦╢∆♩כ♃  

No. ♦כ♃  MIME♃▬ⱪ 

1 JSON application/json  

2 XML application/xml  

 

√∞⇔⁸API⌐╟∫≡│≥∟╠⅛ ♃כ♦─ ─╖╩ ∆╢⁹ API≢ ⇔≡™

♃כ♦╢ │⁸ API ╩ ⁹ 

♃כ♦ ─ MIME♃▬ⱪ╩ HTTPⱫ♇♄ (Content - type Ⱬ♇♄ ┘ AcceptⱫ♇♄)⌐

∆╢ ⅜№╢⁹ 

♃כ♦ ─♃כ♦─≢ ╩ ⌐ ∆⁹ 

 

JSON♦כ♃ ♃כ♦─≢  

ᵑ ─♃כ♦─  

JSON♦כ♃ ╩♃כ♦≢ ∆╢ │⁸ ⱪ꜡Ɽ♥▫ ≡⇔≥כ◐╩ JSON○Ⱪ☺

╩♃כ♦≢♩◒▼ ∆╢⁹ 

 

JSON♦כ♃ כꜝ◄≢ ( 3.5.1 ─(2)╩ )╩ ∆╢  

{  

    "message": "ID not found.",  

    "detail": "Data ID 4c563bb0 is specified, but the data does not exist."  

}  
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ᵒ♦כ♃─ ─  

JSON♦כ♃ ─♃כ♦≢ ╩ ∆╢ │⁸JSON ╩♃כ♦≢ ∆╢⁹ 

 

JSON♦כ♃ כꜝ◄≢ ( 3.5.1 ─(2)╩ )─ ╩ ∆╢  

[  

{  

        "message": "ID not found.",  

        "detail": "Data ID 4c563bb0 is specified, but does not exist."  

},  

{  

        "message": "Invalid StartDatetime.",  

        "detail": "Fa iled to parse StartDatetime. It should be written in ISO 8601 

extended format."  

},  

{  

        "message": " X- CPS- dataTypeId not specified.",  

        "detail": " X- CPS- dataTypeId is mandatory, but not specified.  "  

}  

]  

 

XML♦כ♃ ♃כ♦─≢  

ᵑ ─♃כ♦─  

XML♦כ♃ ╩♃כ♦≢ ∆╢ ♃כ♦⁸│ ╩ XML ≤⇔⁸ ⱪ꜡Ɽ♥▫

╩ ╩♃כ♦≡⇔≥ ∆╢⁹ 

 

XML♦כ♃ כꜝ◄≢ ( 3.5.1 ─(2)╩ )╩ ∆╢  

<?xml version="1.0" encoding="UTF - 8" standalone="true"?>  

<error>  

    <message>ID not found.</message> 

    <detail >Data ID 4c563bb0 is specified, but the data does not exist.</detail>  

</error>  
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ᵒ♦כ♃─ ─  

XML♦כ♃ ─♃כ♦≢ ╩ ∆╢ │⁸"collection" ≤™℮ ─ ╩ꜟ

♩כ ≤⇔⁸∕─ ≤⇔≡ ╩♃כ♦─ ╩♃כ♦≢≥↓╢∆ ∆╢⁹ 

 

XML♦כ♃ כꜝ◄≢ ( 3.5.1 ─(2)╩ )─ ╩ ∆╢  

<?xml version="1.0" encoding="UTF - 8" standalone="true"?>  

<collection>  

    <error>  

        <message>ID not found.</message> 

        <detail>Data ID 4c563bb0 is specified, but does not exist.</detail>  

    </error>  

    <error>  

        <message>Invalid StartDatetime.</message>  

        <detail>Failed to parse StartDatetime. It should be written in ISO 8601 

extended format.</detail>  

    </error>  

    <error>  

        <message>X- CPS- dataTypeId not specified.</message>  

        <detail> X- CPS- dataTypeId is mandatory, but not specified.</detail>  

    </error>  

</collection>  

 

כꜝ◄   

כꜝ◄ ♃כ♦─ │ "error" ≢№╢⁹ 

כꜝ◄ ─ⱪ꜡Ɽ♥▫ ╩ ⌐ ∆  3- 5 ⁹ 

 

 3- כꜝ◄ :5 ♃כ♦) : error) ─ⱪ꜡Ɽ♥▫  

No. ♦כ♃  
ⱪ꜡Ɽ♥▫

 
   

1 ⱷ♇☿כ☺ message 
─כꜝ◄ ╩ ∆ⱷ♇☿כ

☺ 
string  ID not found.  

כꜝ◄ 2  detail ─כꜝ◄   string  

כꜝ◄)

─♦Ᵽ♇◒♩꜠

☻כ ─

)  
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▬fi♃כⱨ▼▬☻ ( IoT (▬▼►♩כ◕  

≢│⁸IoT◕כ♩►▼▬⌐ ∆╢ API⌐ ⇔≡ ─ 2≈╩ ∆⁹ 

─≢ꜟ◖♩꜡HTTP(S)ⱪה ≤ ♃כ♦─  

♃כ♦─♃כ♦♩WebSocket(S)ⱪ꜡♩◖ꜟ≢─▬ⱬfiה  

√∞⇔ API⌐╟∫≡│ ∆╢ ⅜ ⌂╢⁹ 

 

 ▪ⱪꜞ◔כ◦ꜛfi API 

▪ⱪꜞ◔כ◦ꜛfi API╩ ⌐ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

▪ⱪꜞ◔כ◦ꜛfi API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢▪ⱪꜞ◔כ◦ꜛfi ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇

♩ⱨ◊כⱶ⌐ ∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 1: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ▪ⱪꜞ◔כ◦ꜛfi API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ   
 

2 Ɽ☻ URL  

/api/v1/{ X- CPS-

dataTypeId} / connection /  

( X- CPS- dataTypeId "0000000100000000"

╩ )  

 
 

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"   
 

utf ♪כ◖ 4 - 8  
 

5 

Ⱬ

♇

♃כ♦) ♄ ID)  

X- CPS- dataTypeId 

─♃כ♦╢∆ ⅛╠Δ

(0000000100000000)Δ╩ ♃כ♦⁹

ID│⁸ ─ 4.4.1 ╩ ⁹ 

URLⱤ☻─ X- CPS- dataTypeId ♃כ♦⌐

ID╩ ⁹  

("0000000100000000"╩ )  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

6 
(  ID)  

X- CPS- Operation 

▪ⱪꜞ◔כ◦ꜛfi ⌐ ∆╢ ─

( (POST))╩ ⁹ ID│⁸

─ 4.4.2 ╩ ⁹ 

("POST"╩ )  

 
 

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
 

 

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

application/xml"ה "  

"application/json"ה  

 
 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

application/xml"ה "  

"application/json"ה  

 
 

10 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

 
 

11 
Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

12  
ID  

companyId 

▪ⱪꜞ◔כ◦ꜛfi ╩  

│ ─ 6.1 ╩  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢▪ⱪꜞ◔כ◦ꜛfi ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠

↑▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ╩

⌐ ∆⁹ 

 

 4- 2:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ▪ⱪꜞ◔כ◦ꜛfi API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 500  

ה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

 
 

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"   

 

3 
(  ID)  

X- CPS- Operation 
"NULL"   

 

4 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml "  

╕√│ 

"application/js on" 

 
 

5 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

 
 

6 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

 

 

 

 

 

 

 

 

 

 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

URI

 

accessUrl  ▪ⱪꜞ◔כ◦ꜛfi ≢ ▪ⱪꜞ◔כ

◦ꜛfi⅜ WebSocket≤ ∆╢√╘─

URL⁹ 

 
 URI

 

accessUrlControl  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 
 

 
ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 
 

 
ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  
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  ▪ⱪꜞ◔כ◦ꜛfi API 

▪ⱪꜞ◔כ◦ꜛfi API╩ ⌐ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

▪ⱪꜞ◔כ◦ꜛfi API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢▪ⱪꜞ◔כ◦ꜛfi ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇

♩ⱨ◊כⱶ⌐ ∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 3: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ▪ⱪꜞ◔כ◦ꜛfi API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ   
 

2 Ɽ☻ URL  

/api/v1/{ X- CPS-

dataTypeId} / disconnect /  

( X- CPS- dataTypeId "0000000100000000"

╩ )  

 
 

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"   
 

utf ♪כ◖ 4 - 8  
 

5 

Ⱬ

♇

♃כ♦) ♄ ID)  

X- CPS- dataTypeId 

─♃כ♦╢∆ ⅛╠Δ

(0000000100000000)Δ╩ ♃כ♦⁹

ID│⁸ ─ 4.4.1 ╩ ⁹ 

URLⱤ☻─ X- CPS- dataTypeId ♃כ♦⌐

ID╩ ⁹  

("0000000100000000"╩ )  

 
 

6 
(  ID)  

X- CPS- Operation 

▪ⱪꜞ◔כ◦ꜛfi ⌐ ∆╢ ─

( (POST))╩ ⁹ ID│⁸

─ 4.4.2 ╩ ⁹ 

(" DELETE"╩ )  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

7 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

 
 

8 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

applicatio"ה n/json"  

 
 

9 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

 
 

10 
Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

11 

 

(▪ⱪꜞ◔כ◦ꜛfi ID)  

applicationId  ▪ⱪꜞ◔כ◦ꜛfi ╩  

│ ─ 6.1 ╩  
 

 
12 

ID  

companyId 
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢▪ⱪꜞ◔כ◦ꜛfi ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠

↑▪ⱪꜞ◔כ◦ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ╩

⌐ ∆⁹ 

 

 4- 4:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ▪ⱪꜞ◔כ◦ꜛfi API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 500  

ה כꜝ◄ 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

 
 

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"   

 

3 
(  ID)  

X- CPS- Operation 
"NULL"   

 

4 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  

╕√│ 

"application/json"  

 
 

5 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ  

( (꜠☻ⱳfi☻ )╩ )  

 
 

6 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

  
  

(꜠☻ⱳfi☻)  

response 

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 
 

 
ⱷ♇☿כ☺  

message 

 
כꜝ◄  

Detail  

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

 
  

ⱷ♇☿כ☺  

message 
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

 
כꜝ◄  

detail  

∆╢⁹ 
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 ⱴ☻♃♦כ♃ API 

ⱴ☻♃⁸ ⱴ☻♃⁸ ⱴ☻♃⁸ ⱴ☻♃─ⱴ☻♃♦כ♃╩ ∆╢ API╩

∆⁹ 

 

 4- ♃כ♦ :5 ⌐ ∆╢ API─  

No. ♦כ♃  API 

1 ⱴ☻♃ ⱴ☻♃♦כ♃ API 

2 ⱴ☻♃ ⱴ☻♃♦כ♃ API 

3 ⱴ☻♃ 
ה ⱴ☻♃♦כ♃ API 

4 ⱴ☻♃ 

 

 ⱴ☻♃♦כ♃ API 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

ⱴ☻♃♦כ♃ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢♦כ♃ ─ꜞ◒◄☻♩╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩

ⱨ◊כⱶ⌐ ∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4.3.1 - 1: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱴ☻♃♦כ♃ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ   
 

2 Ɽ☻ URL  

/api/v1/{ X- CPS- dataTypeId} /  

{ X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

♃כ♦╢∆ ID 

 
 

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"   
 

utf ♪כ◖ 4 - 8  
 

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

ⱴ☻♃♦כ♃ ( 0100000100000001)  

♃כ♦ ID│⁸ ─ 4.4.1

╩  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

6 
(  ID)  

X- CPS- Operation 

ID─ ⅛╠ ╩  

ה (GET) 

ID│⁸ ─ 4.4.2 ╩

(" GET"╩ )  

 
 

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿

╩fi◒כ♩☻  
 

 

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─MIME♃

▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

 
 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─MIME♃

▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

 
 

10 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

 
 

11 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

 

( ID)  

companyId 

╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
 

 

( ID)  

facilityId  

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢♦כ♃ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ

⌐fiꜛ◦כ◔ ∆╢⁹∕─ ─ HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

4.3.1 - 2:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ⱴ☻♃♦כ♃ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 500  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

ⱴ☻♃♦כ♃ 0  

 
 

2 

Ⱬ

♇

♄ 

( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  ╕√│ 

"application/json"  

 
 

3 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ  

( (꜠☻ⱳfi☻ )╩ )  

 
 

4 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

( )  

facility  
⁸ ╡ ⇔ ∆╢  

 

 

( ID)  

facilityId  

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
 

 

( ID)  

prefectureId  

⅜ ∆╢ ─ ID 

─₈ ♪כ◖ ┘ ◖

╩₉♪כ  

 
 

( ID)  

cityId  

⅜ ∆╢ ─ ID 

─₈ ♪כ◖ ┘ ◖

╩₉♪כ ⁹ 

 
 

( ID)  

companyId 

╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

( )  

facilityName  
─   
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 ⱴ☻♃♦כ♃ API 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

ⱴ☻♃♦כ♃ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢♦כ♃ ─ꜞ◒◄☻♩╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩

ⱨ◊כⱶ⌐ ∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4.3.2 - 1: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱴ☻♃♦כ♃ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ   
 

2 Ɽ☻ URL  

/api/v1/{X - CPS- dataTypeId} /  

{X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

♃כ♦╢∆ ID 

 
 

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"   
 

utf ♪כ◖ 4 - 8  
 

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

ⱴ☻♃♦כ♃ ( 0100000200000001)  

♃כ♦ ID│⁸ ─ 4.4.1

╩  

 
 

6 
(  ID)  

X- CPS- Operation 

ID─ ⅛╠ ╩  

ה (GET) 

ID│⁸ ─ 4.4.2 ╩

(" GET"╩ )  

 
 

7 
( )  

Authori zation  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿

╩fi◒כ♩☻  
 

 

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─MIME♃

▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

 
 



 

59 

  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─MIME♃

▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

 
 

10 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

 
 

11 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

 

( ID)  

companyId 

╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
 

 

( ID)  

equipmentId 

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1. 2 ╩  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢♦כ♃ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ

⌐fiꜛ◦כ◔ ∆╢⁹∕─ ─ HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

4.3. 2- 2:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ⱴ☻♃♦כ♃ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 500  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

ⱴ☻♃♦כ♃ 0  

 
 

2 

Ⱬ

♇

♄ 

( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  ╕√│ 

"application/json"  

 
 

3 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ  

( (꜠☻ⱳfi☻ )╩ )  

 
 

4 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

( )  

equipment 
⁸ ╡ ⇔ ∆╢  

 

 

( ID)  

equipmentId 

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
 

 

( ID)  

facilityId  

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
 

 

( (♪כ◖  

equipmentCode 

─ ╩ ♪כ◖∆  

─ 4.5.3 ╩  
 

 

( ID)  

companyId 

╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
 

 

( )  

equipmentName 
─   
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ה  ⱴ☻♃♦כ♃ API 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

ⱴ☻♃♦כ♃ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢♦כ♃ ─ꜞ◒◄☻♩╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩

ⱨ◊כⱶ⌐ ∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4.3. 3- 1: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱴ☻♃♦כ♃ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ   
 

2 Ɽ☻ URL  

/api/v1/{X - CPS- dataTypeId} /  

{X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

♃כ♦╢∆ ID 

 
 

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"   
 

utf ♪כ◖ 4 - 8  
 

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

ⱴ☻♃♦כ♃ ( 0100000300000001)  

♃כ♦ ID│⁸ ─ 4.4.1

╩  

 
 

6 
(  ID)  

X- CPS- Operation 

ID─ ⅛╠ ╩  

ה (GET) 

ID│⁸ ─ 4.4.2 ╩

(" GET"╩ )  

 
 

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿

╩fi◒כ♩☻  
 

 

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─MIME♃

▬ⱪ╩  

applicati"ה on/xml"  

"application/json"ה  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─MIME♃

▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

 
 

10 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

 
 

11 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

 

( ID)  

companyId 

╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
 

 

( ID)  

machineId  

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
 

 

( ID)  

equipmentId 

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢♦כ♃ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ

⌐fiꜛ◦כ◔ ∆╢⁹∕─ ─ HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

4.3. 3- 2:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ה ⱴ☻♃♦כ♃ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 500  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

ⱴ☻♃♦כ♃ 0  

 
 

2 

Ⱬ

♇

♄ 

( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  ╕√│ 

"application/json"  

 
 

3 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ  

( (꜠☻ⱳfi☻ )╩ )  

 
 

4 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

( )  

machineMeasurement 
⁸ ╡ ⇔ ∆╢  

 

 

( ID)  

machineId  

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
 

 

( ID)  

equipmentId 

ID⁹ ⱪꜝ♇♩ⱨ◊כⱶ ≢

⁹ ─ 3.1.2 ╩  
 

 

( (♪כ◖  

machineCode 

─ ╩ ♪כ◖∆  

─ 4.5.3 ╩  
 

 

( ID)  

companyId 

╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
 

 

( )  

machineName 
─   
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

( (♪כ◖  

measurementCode 

 ♪כ◖

─ 5. 3. 5 ╩  
 

 

( )  

measurementNumber 
  

 

( )  

measurementName 
─   

 

( / )  

valueType 

─  

1─ ⁸  

2─ ⁸  

 
 

(▪◒☿☻ )  

accessPermission 

1─ ⁸ ╖ ╡  

2─ ⁸ ⅝ ╖  

3─ ⁸ ╖ ⅝  
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 API 

API│ IoT ╠⅛▬▼►♩כ◕ ╩ ∆╢ ╩ ∆╢ API≢№╢⁹

API≢ ♃כ♦╢∆ ╩ ⌐ ∆⁹ 

 

 4- 6: ─♃כ♦╢⅝≢   

No. 
♃כ♦  

 
  β♪כ◖

1 

D1  

 IoT ⅜▬▼►♩כ◕ ∆╢ ─♦Ᵽ▬☻─  

2  IoT ⅜▬▼►♩כ◕ ∆╢ ─♦Ᵽ▬☻─  

3 

D2  

 

 
IoT ⅜▬▼►♩כ◕ ∆╢ ─  

4 
 

 

IoT ⅜▬▼►♩כ◕ ∆╢ ─  

⌐ ╩ ∆╢↓≤≢ ─ ⅜

 

5 

D3  

 

 
IoT ⅜▬▼►♩כ◕ ⇔√ ─  

6 
 

 

IoT ⅜▬▼►♩כ◕ ⇔√ ─  

⌐ ╩ ∆╢↓≤≢ ─ ⅜

 

β ⁹│♪כ◖ 4- 20 ╩  

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 7: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ HTTPⱷ♁♇♪ ΓPOSTΔ    
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

2 

◒

◄

☻

♩

 

Ɽ☻ URL  

/api/v1/{ X- CPS- dataTypeId} / gw/  

{ X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

ⱪ▬♃♃כ♦╢∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

( )( 0200000100000000)  

♃כ♦ ID │⁸ ─ 4.4.1

╩  

  

6 
(  ID)  

X- CPS- Operation 

ה ID─ ⅛╠ ╩  

(GET) 

ה ID│⁸ ─ 4.4.2

╩  

(" GET "╩ )  

  

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

10 
♃כ♦) )  

(Acquisition)  

─™∏╣⅛╩ ⁹ 

⌐▬▼►♩כ◕ה ♃כ♦╢™≡╣↕

╩ ∆╢   "GW" 

  

11 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

12 

Ⱳ

♦

▫ 

(♃כ♦)  

Data 

─  

⌐ⱪ꜡ⱨ□▬ꜟ─♦▫꜠◒◦ꜛfi♃כ♦

∆╢⁹ 

 

CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ ─

2.4 ╩ ⁹ 

 

♃כ♦ ┘ ─ │⁸

CPS/IoT☿◐ꜙꜞ♥▫ ─ 2.4 ╩

⁹ 

  

 

꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 8:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"    

3 
(  ID)  

X- CPS- Operation 
"NULL"    

4 
( )  

Authorization  
"NULL"    
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

5 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  

╕√│ 

"application/json"  

  

6 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

  

8 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

Ⱳ♦▫ ♃◓ 

 

(꜠☻ⱳfi☻)  

r esponse 

 
( ID)  

monitoringRequestId  
╩ ⌐ ∆ ID   

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

  
 
ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

  
 

ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  

ₒAP ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

  
 

ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  

 

 WebSocket(S)⌐╟╢ ─♃כ♦  

─ API≢ ⇔√ ─ ╩⁸WebSocket(S)│(ꜟ▬□ⱪ꜡ⱨ♃כ♦) ⇔≡

∆╢↓≤⅜≢⅝╢⁹ 

WebSocket(S)╩ ╩ꜟ▬□ⱪ꜡ⱨ♃כ♦⁸≡⇔ ∆╢ ╩ ⌐ ∆⁹ 
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WebSoket(S)─  

WebSocket(S)─ URL│ ⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻ ♦Ᵽ▬☻  

▬▼►♩כ◕₈ 2.3 ₉─꜠☻ⱳfi☻≢ ↕╣╢₈▪◒☿☻ URL₉─ ≢№╢⁹ 

↑▪ⱪꜞ◔כ◦ꜛfi│↓─ URL⌐ WebSocket(S)≢ □ⱪ꜡ⱨ♃כ♦≢≥↓╢∆

▬ꜟ╩▬ⱬfi♩♦כ♃≤⇔≡ ⌐⌂╢⁹ 

WebSocket(S) ⌐ ∆╢ ╩ ⌐ ∆⁹ 

 

 4- 9: WebSocket(S) ⌐ ∆╢  

No.  
♃כ♦) )  

 

/  

 
  

1 Ⱬ♇♄ Authorization  β  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  

╩"ⱴ⌐│"Bearerכ◐☻  

OpenID Connect⌐╟╢▪◒☿☻ ⌐≈

™≡│⁸CPS/IoT☿◐ꜙꜞ♥▫ ─

2.3 ╩  

2 
◒◄ꜞⱤꜝ

ⱷכ♃כ 
access_token β  

β: Authorization Ⱬ♇♄≤ access_token◒◄ꜞⱤꜝⱷכ♃כ│≥∟╠⅛ ⅜ ⁹ 

╩ ∆╢ │⌂™⁹ 

 

WebSocket(S) ─ ╩ ⌐ ∆⁹ 

 

 4- 10: WebSocket(S) ─  

No. 
 ♪כ◖

  

1 101  WebSocket(S)  

2 400   ( )  WebSocket(S)  

3 500   ( )  WebSocket(S)  

 

WebSoket(S)⌐╟╢  ♃כ♦

WebSocket(S)⌐╟╢ ╩♃כ♦ ⌐ ∆⁹ 

 

 4- 11: API─WebSocket(S)  ♃כ♦

No. 
 

♃כ♦) )  

 
 

/

/  

 

 

1  

ⱪ

꜡

♩

Xml  

XML ─ ⁸ ⁹ 

"<?xml version="1.0"  

 encoding="utf - 8"?>"  

Xml

─╖ 
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No. 
 

♃כ♦) )  

 
 

/

/  

 

 

2  
◖

ꜟ

Ⱳ

♦

▫ 

(▬fi♃כⱨ▼▬☻ ♃◓)  

CPS- IfElement  
▬fi♃כⱨ▼▬☻ ♃◓ 

3  

 

(Ⱬ♇♄ ♃◓)  

CPS- IfHeader  
Ⱬ♇♄ ♃◓ 

4  

 

♃כ♦) ID)  

X- CPS- dataTypeId 

♃כ♦ ID╩ ⁹ 

─ 4.4. 1 ╩ ⁹ 

ה ( )  

 "0200000100000000" 

  

5  
( ID)  

X- CPS- Operation 

ID⅜ ↕╣╢⁹ 

─ 4.4. 2 ╩ ⁹ 

ה " GET"  

  

6  
( )  

X- CPS- Source- ID 

ID ⁸▪ⱪꜞ◔כ◦ꜛfi ID⅜

↕╣╢⁹ 

─ 4.4.3 ╩ ⁹ 

(" 03- [▪ⱪꜞ◔כ◦ꜛfi ID] " )  

  

7  
( )  

Content- type 

"application/xml;charset=utf - 8"

 
  

8  
♃כ♦) )  

X- CPS- Data- Split  

1ה ─ ⌐│ ⁹ 

╩♃כ♦ה ⇔√ │ ≤

⇔⁸ ╩ ∆╢⁹ 

3 - 3  

 :002- 003 

♃כ♦ ⌐≈™≡│⁸ ⱬfi♄

כ ↑ ▬fi♃כⱨ▼▬☻(♦Ᵽ

▬☻) ─ 3.4 ╩ ⁹ 

/  

 
 

9  
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601 ─ (

)  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (ꜞ◒◄☻♩ )╩

)  

  

10  
( ID)  

X- CPS- monitoringRequestId  
╩ ⌐ ∆ ID   

11   
▬▼►♩כ◕) I D)  

X- CPS- GatewayId 
▬▼►♩כ◕─ ID   
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No. 
 

♃כ♦) )  

 
 

/

/  

 

 

12  
( (♪כ◖  

X- CPS- Result  

:0  

▪◒♥▫ⱦ♥▫ ╡:1  

ꜟ▬□ⱪ꜡ⱨ♃כ♦ :101 

∕─ :999 

  

13  CPS- IfBody  Ⱳ♦▫ ♃◓  

14   
(♃כ♦)  

Data 

□ⱪ꜡ⱨ♃כ♦─♃כ♦

▬ꜟ 

│⁸ CPS♦כ♃ⱪ꜡ⱨ□▬

ꜟ ─ 2.4.1 ⁸2.4.2 ╩

⁹ 
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 API 

╩ ∆╢ API╩ ⌐ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

API ─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐

∆⁹ 

 

ꜞ◒◄☻♩( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 12: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  

/api/v1/{ X- CPS- dataTypeId} / start /  

{ X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

ⱪ▬♃♃כ♦╢∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

( )( 0200000200000000)  

♃כ♦ ID │⁸ ─ 4.4.1

╩  

  

6 
(  ID)  

X- CPS- Operation 

ה ID─ ⅛╠ ╩  

(GET) 

ה ID│⁸ ─ 4.4.2

╩  

(" GET "╩ )  

  

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

application/json"ה "  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

10 
♃כ♦) )  

(Acquisition)  

─™∏╣⅛╩ ⁹ 

⌐ⱶכ◊ⱪꜝ♇♩ⱨה ↕╣≡™╢♦

╩♃כ ∆╢ "PF" 

⌐▬▼►♩כ◕ה ♃כ♦╢™≡╣↕

╩ ∆╢   "GW" 

  

11 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

  

12 

Ⱳ

♦

▫ 

(♃כ♦)  

Data 

─  

⌐ⱪ꜡ⱨ□▬ꜟ─♦▫꜠◒◦ꜛfi♃כ♦

∆╢⁹ 

 

CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ ─

2.4 ╩ ⁹ 

 

♃כ♦ ┘ ─ │⁸

CPS/IoT☿◐ꜙꜞ♥▫ ─ 2.4 ╩

⁹ 
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔

⌐fiꜛ◦כ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 13:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

 
 

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"   

 

3 
(  ID)  

X- CPS- Operation 
"NULL"   

 

4 
( )  

Authorization  
"NULL"   

 

5 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  

╕√│ 

"application/json"  

 
 

6 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

 
 

7 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

Ⱳ♦▫ ♃◓ 
 

(꜠☻ⱳfi☻)  

response 

 

 

 

( ID)  

monitoringRequestId  

─ ID╩ ∆╢⁹ 

"{ ₒ IDₓ}"  
 

 

 
( URL) 

notificationUrl  

╩ ╪∞ⱪ꜡ⱨ□▬ꜟ╩ ∆

╢WebSocket(S)─ URL╩ ∆╢⁹ 

"{ ₒURLx }"  

 
 

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

 ⱷ♇☿כ☺  

message 

 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 

 

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 
 

 ⱷ♇☿כ☺  

message 

  

ₒAP ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 
 

 ⱷ♇☿כ☺  

message 

  

 

 WebSocket(S)⌐╟╢ ─♃כ♦  

─ API≢ ⇔√ ─ ╩⁸WebSocket(S)│(ꜟ▬□ⱪ꜡ⱨ♃כ♦) ⇔≡

∆╢↓≤⅜≢⅝╢⁹ 

WebSocket(S)╩ ╩ꜟ▬□ⱪ꜡ⱨ♃כ♦⁸≡⇔ ∆╢ ╩ ⌐ ∆⁹ 

 

WebSoket(S)─  

WebSocket(S)─ URL│  4- 13 ─꜠☻ⱳfi☻≢ ↕╣╢₈ URL 

(notificationUrl) ₉─ ≢№╢⁹ 

↑▪ⱪꜞ◔כ◦ꜛfi│↓─ URL⌐ WebSocket(S)≢ □ⱪ꜡ⱨ♃כ♦≢≥↓╢∆

▬ꜟ╩▬ⱬfi♩♦כ♃≤⇔≡ ⌐⌂╢⁹ 

WebSocket(S) ⌐ ∆╢ ╩ ⌐ ∆⁹  
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 4- 14: WebSocket(S) ⌐ ∆╢  

No.  
♃כ♦) )  

 

/  

 
  

1 Ⱬ♇♄ Authorization  β  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  

ⱴ⌐│"Bearerכ◐☻ "╩  

OpenID Connect⌐╟╢▪◒☿☻ ⌐≈

™≡│⁸CPS/IoT☿◐ꜙꜞ♥▫ ─

2.3 ╩  

2 
◒◄ꜞⱤꜝ

ⱷכ♃כ 
access_token β  

β: Authorization Ⱬ♇♄≤ access_token◒◄ꜞⱤꜝⱷכ♃כ│≥∟╠⅛ ⅜ ⁹ 

╩ ∆╢ │⌂™⁹ 

 

WebSocket(S) ─ ╩ ⌐ ∆⁹ 

 

 4- 15: WebSocket(S) ─  

No. 
 ♪כ◖

  

1 101  WebSocket(S)  

2 400   ( )  WebSocket(S)  

3 500   ( )  WebSocket(S)  

 

WebSoket(S)⌐╟╢  ♃כ♦

WebSocket(S)⌐╟╢ ╩♃כ♦ ⌐ ∆⁹ 

 

 4- 16: API─WebSocket(S)  ♃כ♦

No.   
♃כ♦) )  

 
 

/  

/  

 

 

1 

WebSocket

Ɑ▬꜡כ♪

 ♃כ♦

(♃כ♦)  

 ⌂⇔ 

 

╩ꜟ▬□ⱪ꜡ⱨ♃כ♦  

ⱪ꜡ⱨ□▬ꜟ─♩ꜝfi♃כ♦│

◙◒◦ꜛfi⌐ ↕╣≡™╢ 

 

ⱪ꜡ⱨ□▬ꜟ⌐≈™≡│⁸♃כ♦ CPS

ꜟ▬□ⱪ꜡ⱨ♃כ♦ ─ 2.*.* ╩

⁹ 

♃כ♦ ┘ ─ │⁸

CPS/IoT☿◐ꜙꜞ♥▫ ─ 2.4 ╩

⁹ 
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 API 

╩ ∆╢ API╩ ⌐ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐

∆⁹ 

 

ꜞ◒◄☻♩( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 17: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  

/api/v1/{ X- CPS- dataTypeId} /  

( X- CPS- dataTypeId "0200000300000000"

╩ )  

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

─♃כ♦╢∆ ⅛╠Δ

(0200000300000000)Δ╩ ⁹ 

♃כ♦ ID │⁸ ─ 4.4.1

╩ ⁹ 

  

6 
(  ID)  

X- CPS- Operation 

ID─ ⅛╠ ╩  

ה (GET) 

ID │⁸ ─ 4.4.2 ╩

 

(" GET"╩ )  

  

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

8 
( )  

Content- t ype 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

10 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

  

11 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 18:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"    

3 
(  I D)  

X- CPS- Operation 
"NULL"    

4 
( )  

Authorization  
"NULL"    

5 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  

╕√│ 

"application/json"  

  

6 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

  

7 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

Ⱳ♦▫ ♃◓ 

 

(꜠☻ⱳfi☻)  

response 

 

( )  

ConstantCycleMonitorin

gList  

⁸ ╡ ⇔ ∆╢   

 

( ▪ⱪꜞ◔כ◦ꜛfi

ID)  

applicationId   

╩ ∫√▪ⱪꜞ◔כ

◦ꜛfi╩ ∆╢ ID⁹ 
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

◙כꜚ) ID)  

userId  

╩ ╩◙כꜚ√∫

∆╢ ID⁹ 
  

( ID)  

monitoringRequestId  
╩ ∆╢ ID⁹   

( URL) 

notificationUrl  

╩ ╪∞ⱪ꜡ⱨ□▬ꜟ╩ ∆

╢WebSocket(S)─ URL╩ ∆╢⁹ 
  

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻   3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

  
 

ⱷ♇☿כ☺  

message 

כꜝ◄  

detail  

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

  
 

ⱷ♇☿כ☺  

message 

כꜝ◄  

detail  

ₒAP ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

  
 

ⱷ♇☿כ☺  

message 

כꜝ◄  

detail  
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 API 

╩ ∆╢ API╩ ⌐ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

API ─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐

∆⁹ 

 

ꜞ◒◄☻♩( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 19: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  

/api/v1/{ X- CPS- dataTypeId} / stop/  

{ X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

ⱪ▬♃♃כ♦╢∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 

Ⱬ

♇

♄ 

♃כ♦) I D) 

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

( )( 0200000200000000)  

♃כ♦ ID │⁸ ─ 4.4.1

╩  

  

6 
(  ID)  

X- CPS- Operation 

ID─ ⅛╠ ╩  

ה (DELETE) 

ID │⁸ ─ 4.4.2 ╩

 

(" DELETE "╩ )  

  

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect ▪◒

╩fi◒כ♩☻☿  
  

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

10 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Ti mestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

  

11 
Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

12 

 

( ID)  

monitoringRequestId  
╩ ∆╢ ID⁹   

13 
( URL) 

notificationUrl  

╩ ╪∞ⱪ꜡ⱨ□▬ꜟ╩ ∆

╢WebSocket(S)─ URL╩ ∆╢⁹ 
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 20:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"    

3 
(  ID)  

X- CPS- Operation 
"NULL"    

4 
( )  

Authorization  
"NULL"    

5 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  

╕√│ 

"application/json"  

  

6 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

  

7 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

   
 

(꜠☻ⱳfi☻)  

response 

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻   3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

 

 

  

 

ⱷ♇☿כ☺  

message 
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

  
 ⱷ♇☿כ☺  

message 

  

ₒAP ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

  
 ⱷ♇☿כ☺  

message 

  

 



 

85 

  

 API 

◙כꜚ ╕√│▪ⱪꜞ◔כ◦ꜛfi ▬fi♃כ꜡♇◒⌂≥ ⌐╟╡ IoT ⌐▬▼►♩כ◕

⇔≡♦Ᵽ▬☻ ╩ ∆╢ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 21: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  

/api/v1/{ X- CPS- dataTypeId} /  

{ X- CPS- dataTypeId }│ ⌐♃כ♦╢∆

ⱪ▬♃♃כ♦╢∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

( 0200000600000000)  

♃כ♦ ID │⁸ ─ 4.4.1

╩  

  

6 
(  ID)  

X- CPS- Operation 

ה ID─ ⅛╠ ╩  

( PUT)  

ה ID│⁸ ─ 4.4.2

╩  

(" PUT "╩ )  

  

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

10 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

  

11 

Ⱳ

♦

▫ 

(♃כ♦)  

Data 

─  

⌐ⱪ꜡ⱨ□▬ꜟ─♦▫꜠◒◦ꜛfi♃כ♦

∆╢⁹ 

CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ ─

2.4 ╩ ⁹ 

♃כ♦ ┘ ─ │⁸

CPS/IoT☿◐ꜙꜞ♥▫ ─ 2.4 ╩

⁹ 
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 22:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

 
 

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"   

 

3 
(  ID)  

X- CPS- Operation 
"NULL"   

 

4 
( )  

Authorization  
"NULL"   

 

5 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

" application / xml"  

╕√│ 

"application/json"  

 
 

6 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

 
 

7 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

Ⱳ♦▫ ♃◓ 
 

(꜠☻ⱳfi☻)  

Response 

  
ID  

( controlRequestId )  
╩ ⌐ ∆ ID  

 

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻   3.5.1₈ⱷ♇☿כ☺ ₉

 
  

ⱷ♇☿כ☺  

message 
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

 
כꜝ◄  

detail  

⌐ ∆╢⁹ 

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 
 

 
ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  

ₒAP ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

 
 

 
ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  
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 WebSocket(S)⌐╟╢ ─♃כ♦  

─ API≢ ⇔√ ─ ╩⁸WebSocket(S)│(ꜟ▬□ⱪ꜡ⱨ♃כ♦) ⇔≡

∆╢↓≤⅜≢⅝╢⁹ 

WebSocket(S)╩ ╩ꜟ▬□ⱪ꜡ⱨ♃כ♦⁸≡⇔ ∆╢ ╩ ⌐ ∆⁹ 

 

WebSoket(S)─  

WebSocket(S)─ URL│ ⱬfi♄כ ↑ ▬fi♃כⱨ▼▬☻ ♦Ᵽ▬☻  

▬▼►♩כ◕₈ 2.3 ₉─꜠☻ⱳfi☻≢ ↕╣╢₈▪◒☿☻ URL₉─ ≢№╢⁹ 

↑▪ⱪꜞ◔כ◦ꜛfi│↓─ URL⌐ WebSocket(S)≢ □ⱪ꜡ⱨ♃כ♦≢≥↓╢∆

▬ꜟ╩▬ⱬfi♩♦כ♃≤⇔≡ ⌐⌂╢⁹ 

WebSocket(S) ⌐ ∆╢ ╩ ⌐ ∆⁹ 

 

 4- 23: WebSocket(S) ⌐ ∆╢  

No.  
♃כ♦) )  

 

/  

 
  

1 Ⱬ♇♄ Authorization  β  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  

╩"ⱴ⌐│"Bearerכ◐☻  

OpenID Connect⌐╟╢▪◒☿☻ ⌐≈

™≡│⁸CPS/IoT☿◐ꜙꜞ♥▫ ─

2.3 ╩  

2 
◒◄ꜞⱤꜝ

ⱷכ♃כ 
access_token β  

β: Authorization Ⱬ♇♄≤ access_token◒◄ꜞⱤꜝⱷכ♃כ│≥∟╠⅛ ⅜ ⁹ 

╩ ∆╢ │⌂™⁹ 

 

WebSocket(S) ─ ╩ ⌐ ∆⁹ 

 

 4- 24: WebSocket(S) ─  

No. 
 ♪כ◖

  

1 101  WebSocket(S)  

2 400   ( )  WebSocket(S)  

3 500   ( )  WebSocket(S)  

 

WebSoket(S)⌐╟╢  ♃כ♦

WebSocket(S)⌐╟╢ ╩♃כ♦ ⌐ ∆⁹ 

API ⌐│⁸▪ⱪꜞ◔כ◦ꜛfi┼│⁸3 ─ WebSocket(S) ⅜

↕╣╢⁹ 

⌐⁸▪ⱪꜞ◔כ◦ꜛfi┼ ↕╣╢ ─ ╩ ∆⁹ 
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 4- 25:  ─ ─  

No. ♃▬Ⱶfi◓  

1 
IoT ─┼▬▼►♩כ◕

 
IoT ⅜▬▼►♩כ◕ ╩ ⇔√↓≤─  

2 
♦Ᵽ▬☻┼─

 
IoT ┼☻▬Ᵽ♦⅜▬▼►♩כ◕ ⇔√↓≤─  

3 
♦Ᵽ▬☻─

 
♦Ᵽ▬☻⅛╠ ⅜ ⇔√↓≤─  

 

 

 4- 26: API( IoT ─┼▬▼►♩כ◕ )─WebSocket(S)  ♃כ♦

 

No. 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

ⱪ

꜡

♩

◖

ꜟ

Ⱳ

♦

▫ 

Xml  

XML ─ ⁸ ⁹ 

"<?xml version="1.0"  

 encoding="utf - 8"?>"  

Xml

─

╖ 

 

2 
(▬fi♃כⱨ▼▬☻ ♃◓)  

CPS- IfElement  
▬fi♃כⱨ▼▬☻ ♃◓ 

3 

 

(Ⱬ♇♄ ♃◓)  

CPS- IfHeader  
Ⱬ♇♄ ♃◓ 

4 

 

♃כ♦) ID)  

X- CPS- dataTypeId 

♃כ♦ ID╩ ⁹ 

─ 4.4. 1 ╩ ⁹ 

ה  

 " 0200000600000000"  

  

5 
( ID)  

X- CPS- Operation 

ID⅜ ↕╣╢⁹ 

─ 4.4. 2 ╩ ⁹ 

ה " GET"  

  

6 
( )  

X- CPS- Source- ID 

ID ⁸▪ⱪꜞ◔כ◦ꜛfi ID ⅜

↕╣╢⁹ 

─ 4.4.3 ╩ ⁹ 

(" 03- [▪ⱪꜞ◔כ◦ꜛfi ID] " )  

  

7 
( )  

Content- type 
"application/xml;charset=utf - 8"    
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No. 
 

♃כ♦) )  

 
 

/

/  

 

 

8 
♃כ♦) )  

X- CPS- Data- Split  

1ה ─ ⌐│ ⁹ 

╩♃כ♦ה ⇔√ │ ≤⇔⁸

╩ ∆╢⁹ 

3 - 3  

 :002- 003 

♃כ♦ ⌐≈™≡│⁸ ⱬfi♄כ

↑ ▬fi♃כⱨ▼▬☻(♦Ᵽ▬☻)

─ 3.4 ╩ ⁹ 

/  

 
 

9 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601 ─ ( )  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (ꜞ◒◄☻♩ )╩ )  

  

10 
( ID)  

X- CPS- monitoringRequestId  
╩ ⌐ ∆ ID   

11 
( (♪כ◖  

X- CPS- Result  

:0  

▪◒♥▫ⱦ♥▫ ╡:1 00 

ꜟ▬□ⱪ꜡ⱨ♃כ♦ :101 

∕─ :999 

  

12 CPS- IfBody  Ⱳ♦▫ ♃◓  

13  
( )  

result  
OK⁸NG   
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 4- 27: API(♦Ᵽ▬☻┼─ )─WebSocket(S)  ♃כ♦

 

No. 
 

♃כ♦) )  

 
 

/

/  

 

 

1  

ⱪ

꜡

♩

◖

ꜟ

Ⱳ

♦

▫ 

Xml  

XML ─ ⁸ ⁹ 

"<?xml version="1.0"  

 encoding="utf - 8"?>"  

Xml

─

╖ 

 

2  
(▬fi♃כⱨ▼▬☻ ♃◓)  

CPS- IfElement  
▬fi♃כⱨ▼▬☻ ♃◓ 

3  

 

(Ⱬ♇♄ ♃◓)  

CPS- IfHeader  
Ⱬ♇♄ ♃◓ 

4  

 

♃כ♦) ID)  

X- CPS- dataTypeId 

♃כ♦ ID╩ ⁹ 

─ 4.4. 1 ╩ ⁹ 

ה  

 " 0200000600000000"  

  

5  
( ID)  

X- CPS- Operation 

ID⅜ ↕╣╢⁹ 

─ 4.4. 2 ╩ ⁹ 

ה " PUT"  

  

6  
( )  

X- CPS- Source- ID 

ID ⁸▪ⱪꜞ◔כ◦ꜛfi ID ⅜

↕╣╢⁹ 

─ 4.4.3 ╩ ⁹ 

(" 03- [▪ⱪꜞ◔כ◦ꜛfi ID] " )  

  

7  
( )  

Content- type 
"application/xml;charset=utf - 8"    

8  
♃כ♦) )  

X- CPS- Data- Split  

1ה ─ ⌐│ ⁹ 

╩♃כ♦ה ⇔√ │ ≤⇔⁸

╩ ∆╢⁹ 

3 - 3  

 :002- 003 

♃כ♦ ⌐≈™≡│⁸ ⱬfi♄כ

↑ ▬fi♃כⱨ▼▬☻(♦Ᵽ▬☻)

─ 3.4 ╩ ⁹ 

/  

 
 

9  
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601 ─ ( )  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (ꜞ◒◄☻♩ )╩ )  
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No. 
 

♃כ♦) )  

 
 

/

/  

 

 

10  
( ID)  

X- CPS- controlRequestId  
╩ ⌐ ∆ ID   

11  
( (♪כ◖  

X- CPS- Result  

: 1 

▪◒♥▫ⱦ♥▫ ╡:1 00 

ꜟ▬□ⱪ꜡ⱨ♃כ♦ :101 

∕─ :999 

  

12  CPS- IfBody  Ⱳ♦▫ ♃◓  

13   
(♃כ♦)  

Data 

ⱪ꜡ⱨ♃כ♦─♃כ♦

□▬ꜟ 

│⁸ CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ

─ 2.4.1 ⁸2.4.2 ╩ ⁹ 

  

 

 4- 28: API(♦Ᵽ▬☻─ )─WebSocket(S)  ♃כ♦

 

No. 
 

♃כ♦) )  

 
 

/

/  

 

 

1  

ⱪ

꜡

♩

◖

ꜟ

Ⱳ

♦

▫ 

Xml  

XML ─ ⁸ ⁹ 

"<?xml version="1.0"  

 encoding="utf - 8"?>"  

Xml

─

╖ 

 

2  
(▬fi♃כⱨ▼▬☻ ♃◓)  

CPS- IfElement  
▬fi♃כⱨ▼▬☻ ♃◓ 

3  

 

(Ⱬ♇♄ ♃◓)  

CPS- IfHeader  
Ⱬ♇♄ ♃◓ 

4  

 

♃כ♦) ID)  

X- CPS- dataTypeId 

♃כ♦ ID╩ ⁹ 

─ 4.4. 1 ╩ ⁹ 

ה  

 " 0200000600000000"  

  

5  
( ID)  

X- CPS- Operation 

ID⅜ ↕╣╢⁹ 

─ 4.4. 2 ╩ ⁹ 

ה " PUT"  

  

6  
( )  

X- CPS- Source- ID 

ID ⁸▪ⱪꜞ◔כ◦ꜛfi ID ⅜

↕╣╢⁹ 

─ 4.4.3 ╩ ⁹ 

(" 03- [▪ⱪꜞ◔כ◦ꜛfi ID] " )  
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No. 
 

♃כ♦) )  

 
 

/

/  

 

 

7  
( )  

Content- type 
"application/xml;ch arset=utf - 8"    

8  
♃כ♦) )  

X- CPS- Data- Split  

1ה ─ ⌐│ ⁹ 

╩♃כ♦ה ⇔√ │ ≤⇔⁸

╩ ∆╢⁹ 

3 - 3  

 :002- 003 

♃כ♦ ⌐≈™≡│⁸ ⱬfi♄כ

↑ ▬fi♃כⱨ▼▬☻(♦Ᵽ▬☻)

─ 3.4 ╩ ⁹ 

/  

 
 

9  
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601 ─ ( )  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (ꜞ◒◄☻♩ )╩ )  

  

10  
( ID)  

X- CPS- controlRequestId  
╩ ⌐ ∆ ID   

11  
( (♪כ◖  

X- CPS- Result  

: 2 

▪◒♥▫ⱦ♥▫ ╡:1 00 

ꜟ▬□ⱪ꜡ⱨ♃כ♦ :101 

∕─ :999 

  

12  CPS- IfBody  Ⱳ♦▫ ♃◓  

13   
(♃כ♦)  

Data 

ⱪ꜡ⱨ♃כ♦─♃כ♦

□▬ꜟ 

│⁸ CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ

─ 2.4 .1 ⁸2.4.2 ╩ ⁹ 
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 ⱨ□▬ꜟ API 

♃כ♦ ─ ⱨ□▬ꜟ╩ ∆╢ API╩ ⌐ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♃כ♦ ⱨ□▬ꜟ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─

╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆ 

 

 4- 29: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ   
 

2 Ɽ☻ URL  

/api/v1/{ X- CPS- dataTypeId} /  

{ X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

ⱪ▬♃♃כ♦╢∆ ID 

 
 

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"   
 

utf ♪כ◖ 4 - 8  
 

5 

Ⱬ

♇

♄ 
♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

♃כ♦ ⱨ□▬ꜟ 

  ( 0200000500000000)  

♃כ♦ ID│⁸ ─ 4.4.1

╩  

 
 

6 
(  ID)  

X- CPS- Operation 

ID─ ⅛╠ ╩  

ה (GET) 

ID│⁸ ─ 4.4.2 ╩

 

(" GET"╩ )  

 
 

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

 
 

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ MIME♃▬ⱪ╩  

" application/oc tet - stream"  

 
 

10 
( Ᵽכ☺ꜛfi I D) 

PublicKeyVersionId  

─ ─Ᵽכ☺ꜛfi

╩ ⁹ ↕╣≡™⌂™ ⁸ Ᵽ

fiꜛ☺כ ─ ╩  

 
 

11 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

 
 

12 
Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

13  
(♃כ♦)  

Data 

─™∏╣⅛╩  

─fiꜛ◦כ◔ꜞⱪ▪ה  

" [▪ⱪꜞ◔כ◦ꜛfi I D]"╩  

ה ⱪꜝ♇♩ⱨ◊כⱶ─

╩ ∆╢  

" { 0000}"  
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꜠☻ⱳfi☻( ) Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 30:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"    

3 
(  ID)  

X- CPS- Operation 
"NULL"    

4 
( )  

Authorization  
"NULL"    

5 
( )  

Content- type 

ה  

"application/octet - stream"  

ה / /AP  

ꜞ◒◄☻♩≢ ⇔√ Accept─  

  "application/ xml" 

  ╕√│ 

  "application/json"  

  

6 
( Ᵽכ☺ꜛfi I D) 

PublicKeyVersionId  

⇔√ ─Ᵽכ☺ꜛfi

╩  
  

7 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

  

8 

Ⱳ

♦

▫ 

ₒ ─ ₓ 

♃כ♦ Ᵽ▬♫ꜞ♦כ♃  
Ᵽ▬♫

ꜞ  
(♃כ♦)  

Data 

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ   
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

 
(ⱷ♇☿כ☺)  

message 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻   3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 
 
כꜝ◄  

detail  

ₒ ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

  
 

(ⱷ♇☿כ☺)  

message 

 
כꜝ◄) )  

detail  

ₒAP ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

  
 

ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  
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 API 

API│⁸ ≢ ⇔√⁸PF ⌐ ↕╣≡™╢ ╩ ∆╢ ╩

∆╢ API≢№╢⁹ API≢ ♃כ♦╢∆ ╩ ⌐ ∆⁹ 

 

 4- 31: ─♃כ♦╢⅝≢   

No.  
♃כ♦  

 
  β♪כ◖

1 D1   IoT ⅜▬▼►♩כ◕ ∆╢ ─♦Ᵽ▬☻─  

2 D2  
 

 

IoT ⅜▬▼►♩כ◕ ∆╢ ─  

⌐ ╩ ∆╢↓≤≢ ─ ⅜

 

3 D3  
 

 

IoT ⅜▬▼►♩כ◕ ⇔√ ─  

⌐ ╩ ∆╢↓≤≢ ─ ⅜

 

β ⁹│♪כ◖ 4- 20 ╩  

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 32: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  

/api/v1/{X - CPS- dataTypeId} / gw/ 

{X- CPS- dataTypeId}│ ⌐♃כ♦╢∆

ⱪ▬♃♃כ♦╢∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 

Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 

ה ─♃כ♦╢∆ ⅛╠ ╩  

( )( 0200000100000000)  

♃כ♦ ID │⁸ ─ 4.4.1

╩  
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

6 
(  ID)  

X- CPS- Operation 

ה ID─ ⅛╠ ╩  

(GET) 

ה ID│⁸ ─ 4.4.2

╩  

(" GET "╩ )  

  

7 
( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

8 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

9 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─™∏╣⅛─ MIME

♃▬ⱪ╩  

"application/xml"ה  

"application/json"ה  

  

10 
♃כ♦) )  

(Acquisition)  

─™∏╣⅛╩ ⁹ 

⌐ⱶכ◊ⱪꜝ♇♩ⱨה כ♦╢™≡╣↕

♃╩ ∆╢   " PF"  

  

11 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

 ( (ꜞ◒◄☻♩ )╩ )  

  

12 

Ⱳ

♦

▫ 

(♃כ♦)  

Data 

─  

⌐ⱪ꜡ⱨ□▬ꜟ─♦▫꜠◒◦ꜛfi♃כ♦

∆╢⁹ 

 

CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ ─ 2.4

╩ ⁹ 

 

♃כ♦ ┘ ─ │⁸

CPS/IoT☿◐ꜙꜞ♥▫ ─ 2.4 ╩

⁹ 

  

 



 

101 

  

꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 33:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ API  

No

.   

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 
Ⱬ

♇

♄ 

♃כ♦) ID)  

X- CPS- dataTypeId 
"NULL"    

3 
(  ID)  

X- CPS- Operation 
"NULL"    

4 
( )  

Authorization  
"NULL"    

5 
( )  

Content- type 

ꜞ◒◄☻♩≢ ⇔√ Accept─  

"application/xml"  

╕√│ 

"application/json"  

  

6 
(♃▬ⱶ☻♃fiⱪ)  

X- CPS- Timestamp 

ISO8601⌐ ∫≡ ╩  

YYYY- MM- DDThh:mm:ss.SSSZ 

( (꜠☻ⱳfi☻ )╩ )  

  

7 

Ⱳ

♦

▫ 

ₒ ─ ₓ ♦כ♦─♃כ♃ⱪ꜡ⱨ□▬ꜟ 

│⁸ CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ

─ 2.4.1 ⁸2.4.2 ╩ ⁹ 

  
 

(♃כ♦)  

Data 

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

  
 
ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  

ₒ ─ ₓ ─◄ꜝכⱷ♇☿⁹☺כ   
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No

.   

♃כ♦) )  

 
 

/

/  

 

 

 
ⱷ♇☿כ☺  

message 

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉⌐

∆╢⁹ 

 
כꜝ◄  

detail  

ₒAP ─ ₓ 
 ⁹☺כ☿♇ⱷכꜝ◄─

▪ⱪꜞⱬfi♄כ ↑ ▬fi♃כⱨ▼▬

☻  3.5.1₈ⱷ♇☿כ☺ ₉

⌐ ∆╢⁹ 

  
 

ⱷ♇☿כ☺  

message 

 
כꜝ◄  

detail  
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 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API 

ⱪꜝ♇♩ⱨ◊כⱶ⌐ ↕╣√♦Ᵽ▬☻♦כ♃─ ╩ ℮ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ ( AP)( ♦Ᵽ▬☻) API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─

╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 34: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓGETΔ    

2 Ɽ☻ URL  /api/v1/ dev/documents/reference/    

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

6 
( )  

Accept 

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩

 

application"ה /json"  

  

7 

Ⱳ

♦

▫ 

( ID)  

equipmentId 

≤⇔≡ ⁹ ID ⅜ ∆╢

♪◐ꜙⱷfi♩ ╩  
  

( From )  

resultTimeFrom 

≤⇔≡ ⁹ ⅜ ↕

╣√ ─♪◐ꜙⱷfi♩ ╩ ⁹ 

YYYY- MM- DDThh:mm:ss.sssZ  

  

( To )  

resultTimeTo  

≤⇔≡ ⁹ ⅜ ↕

╣√ ─♪◐ꜙⱷfi♩ ╩ ⁹ 

YYYY- MM- DDThh:mm:ss.sssZ  

  

(Ɑכ☺ )  

pageNum 

Ɑכ☺Ⱡכ◦ꜛfi≢─ ─Ɑכ☺

╩  
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

(Ɑכ☺ ─ )  

countEachPage 

Ɑכ☺Ⱡכ◦ꜛfi≢─ 1Ɑכ☺ כ♦─

♃ ╩ ( ╩ ↄ∆╢≤

⅜ ∆√╘ 1Ɑכ☺ 100 ╩ )  

  

 

꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 35:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ ( AP)( ♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

  

2 

Ⱬ

♇

♄ 

( )  

Content - Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

( )  

searchResult Total Count 

─♪◐ꜙⱷfi♩ ─ ╩

 
  

( )  

searchResultCount 

─℮∟ ↕╣√Ɑכ☺ ─♪

◐ꜙⱷfi♩ ─ ╩  
  

( )  

searchResult  

⁸ ╡ ⇔ ∆╢ 

─♪◐ꜙⱷfi♩ ─ ╩

 

  

 

(○Ⱪ☺▼◒♩ ID)  

objectId  
♪◐ꜙⱷfi♩╩ ⌐ ∆╢ ID   

(♪◐ꜙⱷfi♩ )  

documentData 
♪◐ꜙⱷfi♩ ( 1 )    
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

 

( ID)  

monitoringReques

tId  

╩ ⌐ ∆ ID   

(ⱪ꜡ⱨ□▬ꜟⱣ

(fiꜛ☺כ  

ProfileVersion  

   fiꜛ☺כⱪ꜡ⱨ□▬ꜟ─Ᵽ♃כ♦

( ▪◒♥▫ⱦ

♥▫)  

Activity  

─ꜟ▬□ⱪ꜡ⱨ♃כ♦ ▪◒♥▫ⱦ♥

▫ 

│⁸ CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ

─ 2. 3 ╩ ⁹ 
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 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API 

ⱪꜝ♇♩ⱨ◊כⱶ⌐♦Ᵽ▬☻♦כ♃╩ ∆╢ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ ( AP)( ♦Ᵽ▬☻) API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─

╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 36: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ ( AP) (♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  /api/v1/ dev/documents/registrati on/    

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

7 
( )  

Accept 

─  

I ANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

8 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

r equest 
Ⱳ♦▫ ♃◓ 

 

( )  

registrationData  

⁸ ╡ ⇔ ∆╢ 

∆╢♪◐ꜙⱷfi♩ ─ ╩  
  

 

( ID)  

monitoringReques

tId  

╩ ⌐ ∆ ID   
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

(ⱪ꜡ⱨ□▬ꜟⱣ

(fiꜛ☺כ  

ProfileVersion  

   fiꜛ☺כⱪ꜡ⱨ□▬ꜟ─Ᵽ♃כ♦

( ▪◒♥▫ⱦ

♥▫)  

Activity  

─ꜟ▬□ⱪ꜡ⱨ♃כ♦ ▪◒♥▫ⱦ♥▫ 

│⁸ CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ

─ 2. 3 ╩ ⁹ 
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 37:  HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ ( AP) (♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

( )  

registrationCount  
⇔√♪◐ꜙⱷfi♩ ─ ╩    

(○Ⱪ☺▼◒♩ ID)  

objectId  

⁸ ╡ ⇔ ∆╢ 

⇔√♪◐ꜙⱷfi♩ ─○Ⱪ☺▼◒

♩ ID╩  
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 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API 

ⱪꜝ♇♩ⱨ◊כⱶ⌐ ↕╣√♦Ᵽ▬☻♦כ♃╩ ∆╢ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─

╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 38: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 
ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPUTΔ    

2 Ɽ☻ URL  

/api/v1/ dev/documents/update/{ ○Ⱪ☺▼◒

♩ ID}/  

{○Ⱪ☺▼◒♩ ID}│♪◐ꜙⱷfi♩╩ ⌐

∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Content- Type 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

7 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

8 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

 

( )  

updateData 
∆╢♪◐ꜙⱷfi♩ ─ ╩    

 

( ID)  

monitori ngReques

tId  

╩ ⌐ ∆ ID   
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

(ⱪ꜡ⱨ□▬ꜟⱣ

(fiꜛ☺כ  

ProfileVersion  

   fiꜛ☺כⱪ꜡ⱨ□▬ꜟ─Ᵽ♃כ♦

( ▪◒♥▫ⱦ

♥▫)  

Activity  

─ꜟ▬□ⱪ꜡ⱨ♃כ♦ ▪◒♥▫ⱦ♥▫ 

│⁸ CPS♦כ♃ⱪ꜡ⱨ□▬ꜟ

─ 2. 3 ╩ ⁹ 

  

 

꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 39:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 400  

↕╣√○Ⱪ☺▼◒♩ ID─ 

ID ⅜ ∫≡™⌂™  

ה 404  

0 ─  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

( )  

updateCount 
₈1₉    

(○Ⱪ☺▼◒♩ ID)  

objectId  

⇔√♪◐ꜙⱷfi♩─○Ⱪ☺▼◒♩ ID

╩  
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 ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API 

ⱪꜝ♇♩ⱨ◊כⱶ⌐ ↕╣≡™╢♦Ᵽ▬☻♦כ♃─ ╩ ℮ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─

╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 40: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  /api/v1/ dev/documents/deletion/    

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Content- Type 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

7 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

8 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

 
(○Ⱪ☺▼◒♩ ID)  

objectId  

⁸ ╡ ⇔ ∆╢ 

∆╢♪◐ꜙⱷfi♩─○Ⱪ☺▼◒♩ ID ╩
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆⁹ 

 

 4- 41:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ (AP)(♦Ᵽ▬☻) API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 400  

↕╣√○Ⱪ☺▼◒♩ ID─ 

ID ⅜ ∫≡™⌂™  

ה 404  

0 ─  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

response 
Ⱳ♦▫ ♃◓ 

 

( )  

deletingCount  
⇔√♪◐ꜙⱷfi♩ ─ ╩    

(○Ⱪ☺▼◒♩ ID)  

objectId  

⇔√ ⁸ ╡ ⇔ ∆╢ 

⇔√♪◐ꜙⱷfi♩─○Ⱪ☺▼◒♩ ID

╩  
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 ⱨ□▬ꜟ API 

◦☻♥ⱶ◕₈─▬▼►♩כⱨ□▬ꜟ API₉≤ IF │ ∂≢№╢⁹ │ 5.5 ⁹

FQDN│ IoT ╩▬▼►♩כ◕ ∆╢ ⅜ ╢⁹ 

 

 ⱨ□▬ꜟ API 

◦☻♥ⱶ◕₈─▬▼►♩כⱨ□▬ꜟ API₉≤ IF │ ∂≢№╢⁹ │ 5.6 

⁹FQDN│ IoT ╩▬▼►♩כ◕ ∆╢ ⅜ ╢⁹ 

 

 ⱨ□▬ꜟ API 

◦☻♥ⱶ◕₈─▬▼►♩כⱨ□▬ꜟ API₉≤ IF │ ∂≢№╢⁹ │ 5.7 

⁹FQDN│ IoT ╩▬▼►♩כ◕ ∆╢ ⅜ ╢⁹ 
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▬fi♃כⱨ▼▬☻ (◦☻♥ⱶ◕כ♩►▼▬)  

≢│⁸◦☻♥ⱶ◕כ♩►▼▬⌐ ∆╢ API⌐ ⇔≡ ╩ ∆⁹ 

─≢ꜟ◖♩꜡HTTP(S)ⱪה ≤ ♃כ♦─  

 

 ♪◐ꜙⱷfi♩ API 

─♩ⱷfiꜙ◐♪╠⅛☻כⱬ♃כ♦ ╩ ℮ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐

∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 1 ⁹ 

 

 5- 1: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 
ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓGETΔ    

2 Ɽ☻ URL  

/api/v1/sy s/documents/reference/{ ꜞ♁

☻כ ID}/  

☻כ♁ꜞ} ID}│♪◐ꜙⱷfi♩─ ╩

⌐ ∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

6 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩

 

appl"ה ication/json"  

  

11 

Ⱳ

♦

▫ 

( )  

searchCriteriaNumber  
♪◐ꜙⱷfi♩ ─ ╩    

( Ɽꜝⱷכ♃ 1)  

searchParameter1 
─ ╩ 1    
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

( Ɽꜝⱷכ♃ 2)  

searchParameter2 
─ ╩ 2    

( Ɽꜝⱷכ♃ 3)  

searchParameter3 
─ ╩ 3    

( Ɽꜝⱷכ♃ 4)  

searchParameter4 
─ ╩ 4    

( Ɽꜝⱷכ♃ 5)  

searchParameter5 
─ ╩ 5    
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 2 ⁹ 

 

 5- 2:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

♪◐ꜙⱷfi♩♦כ♃ 0  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

r esponse 
Ⱳ♦▫ ♃◓ 

 

( )  

searchResultCount 

─♪◐ꜙⱷfi♩ ─ ╩

 
  

( )  

searchResult  

⁸ ╡ ⇔ ∆╢ 

─♪◐ꜙⱷfi♩ ─ ╩

 

  

 

(○Ⱪ☺▼◒♩ ID)  

object Id  
♪◐ꜙⱷfi♩╩ ⌐ ∆╢ ID   

(♪◐ꜙⱷfi♩ )  

documentData 
☻כ♁ꜞ ID⌐ ⇔√ ♃כ♦─    
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 ♪◐ꜙⱷfi♩ API 

─♩ⱷfiꜙ◐♪⌐☻כⱬ♃כ♦ ╩ ℮ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 3 ⁹ 

 

 5- 3: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 
ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  

/api/v1/sys/ documents/registration/{ ꜞ♁

☻כ ID}/  

☻כ♁ꜞ} ID}│♪◐ꜙⱷfi♩─ ╩

⌐ ∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Content- type 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

7 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

8 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

r equest 
Ⱳ♦▫ ♃◓ 

 
( )  

registrationData  

⁸ ╡ ⇔ ∆╢ 

∆╢♪◐ꜙⱷfi♩ ─ ╩  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 4 ⁹ 

 

 5- 4:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

r esponse 
Ⱳ♦▫ ♃◓ 

 

( )  

registrationCount  
⇔√♪◐ꜙⱷfi♩ ─ ╩    

(○Ⱪ☺▼◒♩ ID)  

objectId  

⁸ ╡ ⇔ ∆╢ 

⇔√♪◐ꜙⱷfi♩ ─○Ⱪ☺▼◒

♩ ID╩  
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 ♪◐ꜙⱷfi♩ API 

⌐☻כⱬ♃כ♦ ↕╣≡™╢♪◐ꜙⱷfi♩─ ╩ ℮ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 5 ⁹ 

 

 5- 5: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPUTΔ    

2 Ɽ☻ URL  

/api/v1/sys/documents/upda te/{ ☻כ♁ꜞ

ID}/{ ○Ⱪ☺▼◒♩ ID}/  

☻כ♁ꜞ} ID}│♪◐ꜙⱷfi♩─ ╩

⌐ ∆ ID 

{○Ⱪ☺▼◒♩ ID}│♪◐ꜙⱷfi♩╩ ⌐

∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Content- Type 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

7 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

8 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

 
( )  

updateData 
∆╢♪◐ꜙⱷfi♩ ─ ╩    
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 6 ⁹ 

 

 5- 6:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

0 ─  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

r esponse 
Ⱳ♦▫ ♃◓ 

 

( )  

updateCount 
₈1₉    

(○Ⱪ☺▼◒♩ ID)  

objectId  

⇔√♪◐ꜙⱷfi♩─○Ⱪ☺▼◒♩ ID

╩  
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 ♪◐ꜙⱷfi♩ API 

⌐☻כⱬ♃כ♦ ↕╣≡™╢♪◐ꜙⱷfi♩─ ╩ ℮ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

♪◐ꜙⱷfi♩ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩

⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 7 ⁹ 

 

 5- 7: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 
ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPOSTΔ    

2 Ɽ☻ URL  

/api/v1/sys/documents/deletion/{ ☻כ♁ꜞ

ID}/  

☻כ♁ꜞ} ID}│♪◐ꜙⱷfi♩─ ╩

⌐ ∆ ID 

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Content- Type 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

7 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

8 

Ⱳ

♦

▫ 

(ꜞ◒◄☻♩)  

request  
Ⱳ♦▫ ♃◓ 

 
(○Ⱪ☺▼◒♩ ID)  

objectId  

∆╢ ⁸ ╡ ⇔ ∆╢ 

∆╢♪◐ꜙⱷfi♩─○Ⱪ☺▼◒♩ ID ╩

 

  

 

꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦
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ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 8 ⁹ 

 

 5- 8:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

0 ─  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

r esponse 
Ⱳ♦▫ ♃◓ 

 
(○Ⱪ☺▼◒♩ ID)  

objectId  

⇔√ ⁸ ╡ ⇔ ∆╢ 

⇔√♪◐ꜙⱷfi♩─○Ⱪ☺▼◒♩ ID

╩  
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 ⱨ□▬ꜟ API 

○Ⱪ☺▼◒♩☻♩꜠כ☺⌐ ↕╣≡™╢ⱨ□▬ꜟ╙⇔ↄ│ⱨ□▬ꜟⱤ☻─ ╩ ∆╢

API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

ⱨ□▬ꜟ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 9 ⁹ 

 

 5- 9: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓGETΔ    

2 Ɽ☻ URL  

/api/v1/sys/files/{ ☻כ♁ꜞ ID}/{ ○Ⱪ☺▼

◒♩ ID}  

☻כ♁ꜞ} ID}│♪◐ꜙⱷfi♩─ ╩

⌐ ∆ ID 

{○Ⱪ☺▼◒♩ ID}│♪◐ꜙⱷfi♩╩ ⌐

∆ ID⁹₈ⱨ◊ꜟ♄₉╙⇔ↄ│₈ⱨ◊ꜟ♄+ⱨ□

▬ꜟ ₉╩₈/₉ ╡≢  

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Accept 

ⱨ□▬ꜟ╩ ∆╢ │ 

₈application/octet - stream₉╩  

↕╣√ⱨ◊ꜟ♄ ⌐ ∆╢ⱨ□▬ꜟ

─Ɽ☻─ ╩ ∆╢ │ 

₈application/jso n₉╩  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 10 ⁹ 

 

 5- 10:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 

Ⱬ

♇

♄ 
( )  

Content- Type 

ⱨ□▬ꜟ╩ ∆╢ │ 

₈application/octet - stream₉╩  

↕╣√ⱨ◊ꜟ♄ ⌐ ∆╢ⱨ□

▬ꜟ─Ɽ☻─ ╩ ∆╢ │ 

₈application/json ₉╩  

  

3 

Ⱳ

♦

▫ 
(♃כ♦)  

data 

⅜₈application/octet - stream₉

─ ⁸ ⇔√ⱨ□▬ꜟ─Ᵽ▬♫ꜞ♦כ

♃╩  

⅜₈application/json ₉─ ⁸

null ╩  

 
Ᵽ ▬ ♫

ꜞ 

(꜠☻ⱳfi☻)  

r esponse 

⅜₈application/octet - stream₉

─ ⁸  
  

 
(ⱨ□▬ꜟⱤ☻)  

filepath  

⁸ ╡ ⇔ ∆╢ 

⅜₈application/json ₉─ ⁸

↕╣√ⱨ◊ꜟ♄ ⌐ ∆╢ⱨ□

▬ꜟ─Ɽ☻╩ ⱨ◊ꜟ♄+ⱨ□▬ꜟ  

⅜₈application/octet - stream₉

─ ⁸  
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 ⱨ□▬ꜟ API 

○Ⱪ☺▼◒♩☻♩꜠כ☺⌐ⱨ□▬ꜟ╩ ∆╢ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

ⱨ□▬ꜟ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐

∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 11 ⁹ 

 

 5- 11: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓPUTΔ    

2 Ɽ☻ URL  

/api/v1/sys/files/{ ☻כ♁ꜞ ID}/{ ○Ⱪ☺▼

◒♩ ID}  

☻כ♁ꜞ} ID}│♪◐ꜙⱷfi♩─ ╩

⌐ ∆ ID 

{○Ⱪ☺▼◒♩ ID}│♪◐ꜙⱷfi♩╩ ⌐

∆ ID⁹₈ⱨ◊ꜟ♄+ⱨ□▬ꜟ ₉╩₈/₉

╡≢  

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Content- Type 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"ה application/octet - stream"  

  

7 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  

  

8 

Ⱳ

♦

▫ 

(♃כ♦)  

data 
∆╢ⱨ□▬ꜟ─Ᵽ▬♫ꜞ♦כ♃  

Ᵽ ▬ ♫

ꜞ 
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 12 ⁹ 

 

 5- 12:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Stat us Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

r esponse 
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 ⱨ□▬ꜟ API 

○Ⱪ☺▼◒♩☻♩꜠כ☺⅛╠ⱨ□▬ꜟ╩ ∆╢ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

ⱨ□▬ꜟ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─ ╩ ⌐

∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 13 ⁹ 

 

 5- 13: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓDELETEΔ    

2 Ɽ☻ URL  

/api/v1/sys/files/{ ☻כ♁ꜞ ID}/{ ○Ⱪ☺▼

◒♩ ID}  

☻כ♁ꜞ} ID}│♪◐ꜙⱷfi♩─ ╩

⌐ ∆ ID 

{○Ⱪ☺▼◒♩ ID}│♪◐ꜙⱷfi♩╩ ⌐

∆ ID⁹₈ⱨ◊ꜟ♄+ⱨ□▬ꜟ ₉╩₈/₉

╡≢  

  

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒☿☻

╩fi◒כ♩  
  

6 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩  

"application/json"ה  
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 14 ⁹ 

 

 5- 14:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ⱨ□▬ꜟ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 

Ⱬ

♇

♄ 

( )  

Content- Type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

r esponse 
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 ⱴ☻♃♦כ♃ ◦☻♥ⱶ API 

ꜞ◒◄☻♩Ɽꜝⱷכ♃≢ ↕╣√ ╩ ♃כ♦≥♃☻ⱴ☻כ♁ꜞ⁸⌐ ⱴ☻♃⅛╠

╩ ∆╢ API╩ ∆⁹ 

 

 HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─  

ⱴ☻♃♦כ♃ ◦☻♥ⱶ API─ HTTP(S)ⱪ꜡♩◖ꜟ≢─ ≤ ♃כ♦─

╩ ⌐ ∆⁹ 

 

ꜞ◒◄☻♩( )─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ╩ ↑▪ⱪꜞ◔כ◦ꜛfi⅛╠ ⱪꜝ♇♩ⱨ◊כⱶ⌐

∆╢⁹∕─ ─ HTTP(S)ꜞ ◒◄☻♩─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 15 ⁹ 

 

 5- 15: HTTP(S)ꜞ◒◄☻♩─Ɽꜝⱷכ♃כ ⱴ☻♃♦כ♃ ◦☻♥ⱶ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 ꜞ

◒

◄

☻

♩

 

HTTPⱷ♁♇♪ ΓGETΔ    

2 Ɽ☻ URL  /api/v1/sys/masters/    

3 ⱪ꜡♩◖ꜟⱣכ☺ꜛfi "HTTP1.1"    

utf ♪כ◖ 4 - 8   

5 
Ⱬ

♇

♄ 

( )  

Authorization  

RFC6750⌐ ⇔√ OpenID Connect▪◒

╩fi◒כ♩☻☿  
  

6 
( )  

Accept 

─  

IANA⌐ ↕╣√ ─ MIME♃▬ⱪ╩

 

"application/json"ה  

  

11 

Ⱳ

♦

▫ 

( ID)  

company_id 

╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
  

(◦☻♥ⱶ (♪כ◖  

system_kubun_code 
─ 6.2. 1 ╩    

( (♪כ◖  

business_kubun_code 
─ 6.2.2 ╩    
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꜠☻ⱳfi☻( ) ─Ɽꜝⱷכ♃כ 

HTTP(S)≢ ─ ╩ ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ↑▪ⱪꜞ◔כ◦

ꜛfi⌐ ∆╢⁹∕─ ─ HTTP(S)꜠☻ⱳfi☻─Ɽꜝⱷכ♃כ╩ ⌐ ∆  5- 16 ⁹ 

 

 5- 16:  HTTP(S)꜠ ☻ⱳfi☻─Ɽꜝⱷכ♃כ ♪◐ꜙⱷfi♩ API  

No 
 

♃כ♦) )  

 
 

/

/  

 

 

1 

꜠

☻

ⱳ

fi

☻

 

( (♪כ◖  

Status Code 

HTTP☻♥כ◖☻♃כ♪(RFC2616⁸

RFC7231)⌐ ∫√⁸ ⌐ ∆╢

 ♪כ◖

ה 200  

ה 404  

ה 400  

APה 404  

⅜☻כ♁ꜞ√⇔ ≈⅛╠⌂™  

  

2 

Ⱬ

♇

♄ 

( )  

Content- type 
"application/json"    

3 

Ⱳ

♦

▫ 

(꜠☻ⱳfi☻)  

r esponse 

ⱴ☻♃♦כ♃─ ⁸ ∆╢ 

♃☻ⱴ☻כ♁ꜞ ─

≡⇔♩כ♁≢  

  

 

☻כ♁ꜞ) ID)  

resource_id  
♪◐ꜙⱷfi♩─ ╩ ⌐ ∆ ID   

☻כ♁ꜞ) )  

resource_logical_name  
─☻כ♁ꜞ    

☻כ♁ꜞ) )  

resource_physical_name 
─☻כ♁ꜞ    

♃☻ⱴ☻כ♁ꜞ)

)  

resource_master_regist

ration_date_time  

⌐♃☻ⱴ☻כ♁ꜞ ⇔√  

YYYY- MM- DDThh:mm:ss.sssZ 
  

♃כ♦) )  

data_items 

♪◐ꜙⱷfi♩ ♃כ♦─ ─ ⁸

∆╢ 
  

 

♃כ♦) )  

data_item_number 

♃כ♦ ⌐ ⌐ ╡№≡≡™╢

 
  

( )  

No 
♃כ♦ ⌐ ⇔≡™╢    
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No 
 

♃כ♦) )  

 
 

/

/  

 

 

( )  

hierarchy  
♃כ♦ ─    

♃כ♦) )  

data_item_logical_n

ame 

♃כ♦    

♃כ♦) )  

data_item_physical_

name 

♃כ♦    

♃כ♦) )  

data_type 

♃כ♦ ♃כ♦─  

01 String  

02 String  

03 Integer  

04 Double 

05 Boolean 

06 Object  

  

♃כ♦) )  

data_item_kubun 
─ 6.2.3 ╩    

( ⱨꜝ◓)  

required_flag  

♃כ♦ ─ / ╩ ∆ⱨꜝ◓ 

0 ≢│⌂™ 

1  

  

( ╡ ⇔ⱨꜝ◓)  

recurring_flag  

♃כ♦ ⅜ ╡ ⇔⅛ ⅛╩ ∆

ⱨꜝ◓ 

0 ╡ ↕⌂™ 

1 ╡ ∆ 

  

( ⱨꜝ◓)  

encryption_necessit

y_flag  

♃כ♦ ─ ╩ ∆ⱨꜝ

◓ 

0  

1  
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 ⱨ□▬ꜟ API 

IoT ₈─▬▼►♩כ◕ ⱨ□▬ꜟ API₉≤ IF │ ∂≢№╢⁹ │ 4.9 

⁹FQDN│◦☻♥ⱶ◕כ♩►▼▬╩ ∆╢ ⅜ ╢⁹ 
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▫♥ⱪ꜡Ɽ♃כ♦  

↓─ ≢│⁸ ( 4.3 )─ API≢ ▫♥ⱪ꜡Ɽ─♃כ♦╢∆ ╩ ∆╢⁹ 

 

 ⱴ☻♃─ⱪ꜡Ɽ♥▫  

ⱴ☻♃─ⱪ꜡Ɽ♥▫ ╩ ⌐ ∆(  6- 1)⁹ 

 

 6- 1: ⱴ☻♃─ⱪ꜡Ɽ♥▫  

No. ♦כ♃     

1 ♥♫fi♩ ID 

♥♫fi♩ ID⁹ ⱪꜝ♇♩ⱨ

ⱶכ◊ ≢  

─ 3.1.2 ╩  

string  T01 

2 ID 

ID⁹ ⱪꜝ♇♩ⱨ◊כ

ⱶ ≢  

─ 3.1.2 ╩  

string  F0000000321 

3 ID 
╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
string  TDB- 999999999-  

4 ID 

⅜ ∆╢ ─ ID 

─₈ ♪כ◖ ┘

╩₉♪כ◖ ⁹ 

string  131091 

5 ID 

⅜ ∆╢ ─ ID 

─₈ ♪כ◖ ┘

╩₉♪כ◖  

string  130001 

6  ─  string  ủủ  
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 ⱴ☻♃─ⱪ꜡Ɽ♥▫  

ⱴ☻♃─ⱪ꜡Ɽ♥▫ ╩ ⌐ ∆(  6- 2)⁹ 

 

 6- 2: ⱴ☻♃─ⱪ꜡Ɽ♥▫  

No. ♦כ♃     

1 ♥♫fi♩ ID 

♥♫fi♩ ID⁹ ⱪꜝ♇♩ⱨ

ⱶכ◊ ≢  

─ 3.1.2 ╩  

string  T01 

2 ID 

ID⁹ ⱪꜝ♇♩ⱨ◊כ

ⱶ ≢  

─ 3.1.2 ╩  

string  E0000000321 

3 ID 
╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
string  TDB- 999999999-  

4 ID 
↓─ ⅜ ∆╢ ⱴ☻♃(  

6- 1╩ )─ ID 
string  F0000000321 

 ♪כ◖ 5
─ ╩ ♪כ◖∆  

─ 4.5.3 ╩  
string  E001 

6  ─  string  
ủủ
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 ⱴ☻♃─ⱪ꜡Ɽ♥▫  

ⱴ☻♃─ⱪ꜡Ɽ♥▫ ╩ ⌐ ∆(  6- 3)⁹ 

 

 6- 3: ⱴ☻♃─ⱪ꜡Ɽ♥▫  

No. ♦כ♃     

1 ♥♫fi♩ ID 

♥♫fi♩ ID⁹ ⱪꜝ♇♩ⱨ

ⱶכ◊ ≢  

─ 3.1.2 ╩  

string  T01 

2 ID 

ID⁹ ⱪꜝ♇♩ⱨ◊כ

ⱶ ≢  

─ 3.1.2 ╩  

string  M0000000321 

3 ID 
↓─ ⅜ ∆╢ ⱴ☻♃(  

6- 2╩ )─ ID 
string  E0000000321 

4 ID 
╩ ∆╢ ─ ID 

─ 3.1.2 ╩  
string  TDB- 999999999-  

5 ID 
↓─ ⅜ ∆╢ ⱴ☻♃(  

6- 1╩ )─ ID 
String  F0000000321 

 ♪כ◖ 6
─ ╩ ♪כ◖∆  

─ 4.5.3 ╩  
string  M0001 

7  ─  string  ủủ  
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 ⱴ☻♃─ⱪ꜡Ɽ♥▫  

ⱴ☻♃─ⱪ꜡Ɽ♥▫ ╩ ⌐ ∆(  6- 4)⁹ 

 

 6- 4: ⱴ☻♃─ⱪ꜡Ɽ♥▫  

No. ♦כ♃     

1 ♥♫fi♩ ID 

♥♫fi♩ ID⁹ ⱪꜝ♇♩ⱨ

ⱶכ◊ ≢  

─ 3.1.2 ╩  

string  T01 

2 ID 
↓─ ⅜ ∆╢ ⱴ☻♃

(  6- 2╩ )─ ID 
string  E0000000321 

3 ID 
↓─ ⅜ ∆╢ ⱴ☻♃

(  6- 3╩ )─ ID 
st ring  M0000000321 

4 
כ◖

♪ 

 ♪כ◖

─ 5. 3. 5 ╩  
string  V0001 

5   string  000 

6 OPCUA♃◓  PLC─◐כ  string  
SapporoWaterPla

nt_Signal.No1  

7 /  

─  

1─ ⁸  

2─ ⁸  

string  1 

8 ╖ ⅝ⱨꜝ◓ 

1─ ⁸ ╖ ╡  

2─ ⁸ ⅝ ╖  

3─ ⁸ ╖ ⅝  

string  1 

9  ─  string  ủủ  

 

-   -  


